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Note:

This October 2009 revision of the Vermont Health Information Technology Plan (VHITP)
incorporates the collaborative efforts of VITL, state policy makers, administrative officials, and a
broad cohort of health care providers, professionals, and consumers, all of whom see the critical
importance of placing HIT and HIE at the center of Vermont’s health reform vision. This new
edition of the VHITP responds to the following state and federal requirements:

18 V.S.A. chapter 219 § 9351, added through Act 61 of 2009, requires the overall coordination of
Vermont’s “statewide health information technology plan.” That function is now being done by
the Office of Vermont Health Access, Division of Health Care Reform. Vermont statute requires

that the plan

“shall include the implementation of an integrated electronic health information
infrastructure for the sharing of electronic health information among health care facilities,
health care professionals, public and private payers, and patients. The plan shall include
standards and protocols designed to promote patient education, patient privacy, physician
best practices, electronic connectivity to health care data, and, overall, a more efficient
and less costly means of delivering quality health care in Vermont.”

The American Recovery and Reinvestment Act of 2009, Title XIII — Health Information
Technology, Subtitle B—Incentives for the Use of Health Information Technology, Section 3013,
State Grants to Promote Health Information Technology — State Health Information Exchange
Cooperative Agreement Program requires each state to produce and submit Strategic and
Operational Plans as a condition of funding.

Recognizing that states are at varying stages of readiness, the Office of the National Coordinator
for Health Information Technology (ONC) HIE Cooperative Agreement Program provides for
funding of both planning and implementation activities. This Plan is designed to meet program
guidance for the Strategic Planning and set the stage for the completed Operational planning
document. As required for ONC HIE funding, Deputy Director Hunt Blair is formally designated
by Governor James Douglas as the state lead for Health Information Technology and Health
Information Exchange.

Completing an ONC compliant Operational Plan will be the first post-award Cooperative
Agreement activity, to be submitted based on the schedule established with the start of funding.

In addition, support for broad deployment of EHR’s is a critical component of the effective health
information exchange. To that end, VITL will expand its initiatives to support providers’
selection, installation, implementation, and meaningful use of EHR systems statewide through its
application for a Section 3012 Regional HIT Extension Center Cooperative Agreement and
ARRA Sec. 4201 CMS funding made available through the Office of Vermont Health Access.
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1. Strategic Vision for Vermont HIT
1.A. The Vermont Environment

Vermont is recognized as a national leader in the alignment and integration of Health Information
Technology (HIT), Health Information Exchange (HIE), and reform of the health care delivery
system. The state stands ready to expand HIT adoption and HIE connectivity statewide, building
on a five year base of planning, consensus building, governance refinement, and creation and
early implementation of a standards-based technical architecture.

Funding and authorization for the Vermont Information Technology Leaders (VITL), a 501c3
not-for-profit corporation charged with developing statewide HIE, was included in the 2005
Budget Act and appropriations continued in each subsequent annual state budget. Passage of the
HITECH Act and other components of the American Recovery & Reinvestment Act (ARRA)
supporting investments in HIT and HIE, as well as anticipated additional federal health reforms,
position Vermont to build on its work to date and to dramatically expand the scope, scale, and
speed of the state’s HIT-HIE and health reform implementation.

Health information exchange and technology are a consistent focus of Vermont health policy
attention, but always in the broader context of enabling transformative delivery system change.
Because of that systems approach, meaningful use of HIT has been built into Vermont’s vision
from the outset. For instance, the Vermont HIE Network (VHIEN) operated by VITL, is a critical
conduit for the Vermont Blueprint for Health IT infrastructure, enabling both personalized and
population-based care coordination and management for the Blueprint’s integrated primary care
medical homes and community health teams.

Similarly, while this is a new edition of the state HIT plan reflecting the new federal initiatives
and recent state legislation, it is the continuation of a roadmap and a vision resulting from a five
year public/private collaboration. That conversation began with 2005 legislation that charged
VITL with development of the Vermont Health Information Technology Plan (VHITP), starting
an extended dialogue and consensus building process that was well underway when Vermont’s
landmark health reform legislation passed in 2006. The scope of the VHITP then expanded
accordingly to incorporate the state’s comprehensive health reform vision.

Delivered in July 2007 after a series of 31 public meetings to engage stakeholders, the original
VHITP detailed the health care environment in Vermont and laid out key objectives for the use of
health information technology in supporting health care reform. While much has transpired in the
time since the plan was originally developed, the key foundational elements have remained
remarkably stable and resilient, including five core values:

L Vermonters will be confident that their health care information is secure and
private and accessed appropriately.

II.  Health information technology will improve the care Vermonters receive by
making health information available where and when it is needed.

III.  Shared health care data that provides a direct value to the patient, provider or payer

is a key component of an improved health care system. Data interoperability is vital
to successful sharing of data.
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IV. Vermont’s health care information technology infrastructure will be created using
best practices and standards, and whenever possible and prudent, will leverage past
investments and be fiscally responsible.

V.  Stakeholders in the development and implementation of the health care technology
infrastructure plan will act in a collaborative, cooperative fashion to advance steady
progress towards the vision for an improved health care system.

Vermont’s commitment to promoting the growth of HIT and HIE meant seeking resources
beyond state appropriations. Voluntary contributions from insurance carriers to an EHR pilot
fund administered by VITL in 2007 validated the demand from physician practices for financial
and technical assistance to implement HIT, but the pilot’s scale was too limited. Realizing the
state’s ambitious goals could not be achieved without more formal, systemic investment in HIT.

Vermont instituted its Health IT Fund in 2008. A fee (2/10ths of 1%) paid on all health insurance
claims generates annual revenues for the state Fund which then provides grants to support HIT
and HIE. The Fund sunsets after seven years, meaning it will be available through 2015. It is
anticipated that the fund will be a source of matching dollars for new federal resources. Details on
the Fund, including an FAQ, are at: http://hcr.vermont.gov/improve quality/healthcare IT fund.

Given this history and preparation, Vermont was ideally positioned for the evolution in federal
HIT policy contained in ARRA. In response to the passage of the federal HITECH Act, the
Vermont legislature clarified the roles and responsibilities for HIT policy and HIE governance in
Act 61 of 2009. Responsibility for coordination and oversight of HIT planning, which had
originally been delegated to VITL, now sits with the State Office of Vermont Health Access,
Division of Health Care Reform.

This evolution of governance reflects an understanding that emerged over time and was ratified in
the 2009 legislation, with both private and public HIT stakeholders agreeing that policy guidance
and coordination rests with the state, while operation of the state level HIE is best done outside
state government. 18 V.S.A. chapter 219 § 9352 designates VITL, a private, non-profit
corporation, as the exclusive statewide HIE for Vermont. The law also reserves the right for local
community providers to exchange data.

The Governor and the General Assembly each appoint a representative to serve on the VITL
Board, underscoring the close working relationship VITL has with state government. This
collaborative approach ensures alignment of the organization’s mission with state policy. VITL’s
Mission statement, updated in the summer of 2009, is “to collaborate with all stakeholders to
expand the use of secure health information technology to improve the quality and efficiency of
Vermont’s health care system.”

VITL’s updated Vision is of “a transformed health care system where health information is secure
and readily available when people need it, positioning Vermont as a national example of high
quality, cost effective care,” reflecting the state’s comprehensive vision of HIT-powered health
delivery system reform.

In order to fully understand the scope of Vermont’s HIT-HIE vision and the state environment, it
is essential to understand the larger system reform agenda. Guiding legislation calls for a highly
coordinated and integrated approach to healthcare statewide, with an emphasis on wellness,
disease prevention, care coordination, and care management, with a particular focus on primary
care.

Vermont Health Information Technology Plan 5



Vermont’s Blueprint for Health is leading this transformation through an integrated delivery
model that includes patient centered medical homes supported by community health teams. These
teams include members such as nurse coordinators, social workers, and behavioral health
counselors who provide support and work closely with clinicians and patients at the local level.
The teams also include a public health specialist dedicated to community assessments and
implementation of targeted prevention programs.

Currently implemented in three pilot communities, the model is designed to be scalable and
adaptable, from small independent practices to large hospital based practices and from rural to
urban settings. Its long term financial sustainability is based on reducing avoidable emergency
room and acute care, reducing hospital readmissions, and on shifting insurers’ expenditures from
contracted disease management companies to local community health teams.

Cost effective care depends on health information being available when and where it is needed, so
Vermont’s system reforms are built on the premise of ubiquitous, multi-dimensional health
information exchange. In addition to encouraging EHR adoption and HIE linkages to labs and
hospitals, the Blueprint has invested in the creation of a web-based registry and visit planning
templates, as well as population reporting tools linked to EHR and PHR systems through the HIE.

The environment for HIT-HIE growth in Vermont could not be better. Key policy decisions
for advancing and expanding HIE throughout the state are made. The broad brush design is
complete. Funding from the State HIE Cooperative Agreement program, leveraged with the
resources detailed in this plan, will enable the state and VITL to finalize the operational design
and rapidly implement statewide connectivity to the VHIEN.

VITL’s support of provider EHR deployment will continue creating the end user capability to
contribute to and meaningfully use information available through the HIE. Funding through the
Regional HIT Extension Center Cooperative Agreement and ARRA Section 4201 will accelerate
the deployment of EHR systems statewide.

Together, these programs will support the ongoing transformation of the health care delivery
system, promote adoption for meaningful use of HIT, and expand HIE integration with state
public health IT systems, public EHR portals, PHR gateways, and connectivity to the National
Health Information Network (NHIN).

1.B HIE Development and Adoption

Through the state’s extensive health reform initiatives, Vermont’s health care providers have
been engaged in an extended dialogue with peers, policy makers, and state government leadership
that has set the stage for the next phase of HIE development. To date, VITL has built the core
HIE infrastructure (see 2.C.2.) and linked 8 of the state’s 14 hospitals. The implementation of
interfaces has been phased, based on resource limitations. Because of the need to have EHR
systems to connect to the HIE, VITL also focused resources on initial pilots, and then on a more
comprehensive EHR adoption initiative.

In anticipation of ARRA resources, VITL has developed a plan to complete bi-directional

interfaces to each of Vermont’s 13 community hospitals and single tertiary care center, as well as
to a neighboring New Hampshire tertiary care medical center, in 2010. This core infrastructure
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capacity will create HIE connectivity within each Hospital Service Area (HSA). It is within those
local communities that the vast majority of meaningful health information will be exchanged.
Because of Vermont’s rural nature, medical services are generally concentrated in Hospital
Service Areas served by a single hospital, with relatively limited competition across and between
the HSAs. In addition, the roll out of the Blueprint for Health is organized by HSA, providing
further alignment with HIT-HIE expansion. As noted in the previous section, the Blueprint is the
“umbrella” under which delivery system transformation is organized, and its partnership and
integration with the HIE expansion provides strategic leverage and drives demand.

Currently, three Vermont HSAs have active Blueprint integrated pilots (with operating primary
care medical homes served by community health teams receiving enhanced funding through
multi-insurer payment reform). Three more HSAs have Blueprint grants and are preparing to
implement the integrated medical home/community health team model. In May 2009, the state
hospital leadership agreed to support expanding the Blueprint to all the remaining HSAs, and the
legislature appropriated special funding for Blueprint “readiness” in those communities. State
Health Care Reform, Blueprint, and VITL leadership are meeting together with leaders in each of
those HSAs to design integrated Blueprint-HIE expansion planning at the local level.

Providers in the Blueprint integrated pilot communities are already starting to demonstrate
meaningful use of HIT, thanks to the linking of EHRs and the DocSite registry and population
management tool through HIE. Since the entire premise of the Blueprint is based on improving
care coordination and improving the quality and efficiency of care, aligning HIE development
and adoption with Blueprint expansion provides powerful incentives for providers throughout a
community to engage in HIT adoption and HIE connectivity.

Indeed, Vermont’s strategic vision for HIT and HIE is to implement a unified, operational
framework for integration of the full continuum of the health care system, including mental health
and substance abuse services, long term care, and home health, as well as public health and social
and human service agencies. The following table illustrates the bread and depth of the vision.

17 VT Hospitals 1 Tertiary Academic Medical Center, 8 CAH, 5 Community Hospitals, 1 VA
Medical Center, 1 Private Psychiatric Hospital & the State Hospital
Plus Regional Hospitals adjacent NH, MA, NY Tertiary Hospitals, and access beyond via New
England Telehealth Consortium
14 Blueprint for Health Regions with at least one Community Health Team per region
8 FQHC Grantees operating a total of 40 primary care, dental, and mental health service sites
14 Rural Health Clinics 11 Family Practice and 3 Pediatric
240 Primary Care Practices other GP, FP, OB/GYN and internal medicine practices
3,498 Physicians with active Vermont licensure
503 Dentists with active Vermont licensure
14 Home Health Agencies across Vermont; all non-profit community based, all with integrated Hospice.
16 Community Mental Health Centers and Developmental Disabilities Agencies operating over 50 sites
2,412 MH/BH/ISA Counselors and licensed private mental health/behavioral health/substance abuse
Residential SA Treatment Centers  counselors; clinical social workers, psychologists and other professionals
250+ Long Term Care and Public including Nursing Homes, Residential Care Homes and Assisted Living
Housing sites Facilities, Adult Day, Meals on Wheels, and Congregate Living sites.
9 Dept. of Corrections sites to be linked via a common EHR and MHISSION-VT infrastructure
12 District Health Dept. and Agency including participation of local Public Health staff, social & human services
of Human Services Offices staff, as well as Agency and Department Central Offices
616,050 Vermont citizens connecting to patient portals, PHRs, and Health 2.0 applications
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A more comprehensive version of this table with detailed break downs by provider types and
locations will be included in the 2010 edition of the Plan.

While the scope of this vision exceeds likely near-term funding for HIE from ONC, the state is
seeking resources to support and enable ubiquitous HIT adoption and HIE connectivity from
multiple sources, including the state’s HIT Fund, which may help leverage funding from CMS
under ARRA Sec. 4201 MMIS funding authority. Rapid scale-up of Vermont’s current pilots and
initiatives will create a statewide demonstration platform for a fully integrated health care
delivery system operating in a multi-payer environment with a full market mix of provider
organization types.

Key State Goals for HIE Development and Adoption

I. Encourage and enable the deployment of electronic health record systems within the
state to increase the amount of available electronic health information. Provide the
necessary support to enable proper use of this technology within practice settings.

Rationale: Automated health information exchange cannot take place efficiently without
widespread deployment of electronic health record systems,. But technology alone is not
sufficient: clinical practice must be adjusted to ensure meaningful use of information
technology.

Current state: Substantial investments have been made in EHR deployment by hospitals
and physician organizations. [Numbers] Only a minority of independent physicians have
deployed EHR systems to date.

Plan:

e  Support the creation of menus of tools and supports to broaden the support of
EHR deployment to physician primary care and specialty practices.

® Coordinate funding to provide education and supports to help providers achieve
meaningful use of their EHR systems.

¢ Encourage collaborations among entities deploying EHRs to accelerate
deployment and support progress towards meaningful use.

® Encourage collaboration between the provider and higher education communities
to support EHR adoption and meaningful use.

VITL has submitted its preliminary application to serve as the state’s Regional HIT
Extension Center.

An HIT and Higher Education Workgroup, convened by the Division of Health Care
Reform, will submit a report on opportunities and coordination of resources to the
Vermont legislation November 15, 2009.

II. Establish and operate the infrastructure necessary to provide secure statewide
electronic health information exchange to achieve the plan’s vision.

Rationale: A modern, secure information network can connect various health care
providers and enable the flow of information among multiple organizations. EHR and
ancillary systems shall comply with standards that promote their ability to exchange data
with other systems through this infrastructure.
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Current state: The basic infrastructure for electronic HIE is in place through VITL and
clinical information is being transmitted between providers and to the Blueprint for
Health data system. VITL policies governing privacy and security of information
exchange on the state HIE have been developed and approved. Procedures to connect
hospitals and clinicians to the HIE are not as streamlined and understandable as they need
to be.

Plan:

e Encourage VITL and providers to refine their business relationships to improve
the ease of connecting to the HIE.

e Connect all acute care hospitals in the state to the HIE.

e Ensure that all EHR systems that are implemented are able to connect to the HIE
using standard formats

® Provide all Blueprint data to DocSite via the HIE
Seek funding to support full EHR adoption and HIE connectivity for mental
health, behavioral health, long term care, home health, and other individual
providers, organizations, and institutions.

III. Enable consumers to take an active role in their health care by providing access to
their electronic health information.

Rationale: Access to personal health information supports consumers’ efforts to take
more control over their own health by being better informed about steps that have been
taken and steps that can be taken to improve their health. Consumers also have the right
to view their records and ensure that they are used appropriately.

Current state: Stakeholder involvement, including consumers, was instrumental in
crafting privacy and security policies. Consumer communication limited to date. No
consumer access via the HIE though consumer access to several EHR systems.

Plan:

e (Collaborate with VITL and HIT stakeholders to build an explicit consumer
communication and support plan, focused on privacy and security and the
rationale to “opt in” to HIE

e Encourage the development of patient portals and interoperable connectivity to
Personal Health Records

IV. Enable the Vermont Department of Health and other public health agencies to
leverage HIT/HIE investments to monitor and ensure the public’s health more
transparently and quickly.

Rationale: Public health agencies have a legal obligation to not only monitor the public’s
health but to respond to emergencies when they occur.

Current state: VITL is currently working with the Vermont Department of Health on the
specifications to provide immunization records to the Department from provider
practices. Subsequent phases will provide the immunization information back to the
providers and expand the use of the HIE for reporting.
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Plan:
e Provide bi-directional flow of data from providers to public health registries via
the HIE
e Upgrade and modernize state IT systems to provide interoperable communication
across state health and human service programs and providers.

1.C HIT Adoption

Rationale: From the outset, EHR adoption has been a critical factor in efforts to expand the use
and value of the HIE., It is not possible to fully leverage health information exchange and clinical
collaboration without an EHR.

Current state: The desire to bolster HIT adoption was shared by the Vermont Legislature, which
in Act 70 of the 2007 legislative session established an Interim Technology Fund for a EHR
adoption pilot project, and set the goal of raising $1 million in voluntary contributions. During the
summer and fall of 2007, commitments for contributions to the fund were received from
commercial insurers, the Office of Vermont Health Access, and the Community Grant
Foundation of the Vermont Association of Hospitals and Health Systems. This initial funding
supported deployment of several EHR pilots. The pilots, which provided technical, project and
practice transformation support in addition to underwriting hardware and software purchases,
helped the state better understand the critical success in building statewide EHR deployment.

The Vermont Health IT Fund supported expanded EHR deployments. Several Vermont hospitals
have used new provisions in federal laws and regulations to help fund EHRs for physician
practices in their service areas.

Plan: Successful, rapid deployment of EHR’s in each Hospital Service Area will be based on
collaborative planning among the Blueprint, the hospital, VITL and other resources in the state.
Components of deployment will include:
e Practice Support for readiness, selection and change management
e Deployment Services — Establish relationships with entities in the state who are also
working on EHR deployment to support implementation and optimization
e EHR Vendor Alignment
e Hardware Network support — Identify resources capable of assessing, deploying and
managing secure, cost-effective networks and hardware in small physician offices
¢ Financing — Develop public and private loan and lease programs in conjunction to assist
providers in managing the financial impact of the deployment.

1.D Medicaid Coordination

Coordination with the state Medicaid program is embedded in the structure of Vermont’s
approach to HIT-HIE and health care reform. Vermont’s state Medicaid agency is the Office of
Vermont Health Access (OVHA), which includes the Division of Health Care Reform (HCR) and
is designated by the Governor as the state lead for HIT. The OVHA Deputy Director for Health
Care Reform is the acting State Government HIT Coordinator. The state is preparing to create
that new full time position in association with this and the ARRA Section 4201 CMS funding.
The ONC HIE Cooperative Agreement will be administered in the state Medicaid program
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business office. This structure will ensure complete alignment and integration of the state HIT
plan with the state’s Medicaid HIT plan and HIE development efforts.

The Division of Health Care Reform will lead the OVHA efforts to ensure broad participation in
ARRA Medicaid HIT incentives for providers, will administer the program to support Medicaid
providers’ EHR adoption, practice transformation, and implementation in conjunction with VITL
and the Regional HIT Extension Center Program. As noted elsewhere, state law enables VITL to
act as Medicaid’s contractor to certify Meaningful Use if the organization is deemed the
appropriate vehicle for that function once federal guidelines are established. In either case,
OVHA/HCR has full responsibility to plan for and administer Medicaid incentive payments to
qualifying providers, ensure their proper payments, auditing and monitoring of such payments,
and ensuring Medicaid participation in statewide efforts to promote interoperability and
meaningful use of electronic health records.

Vermont will complete the State Medicaid HIT Plan (SMHP), over the fall and winter of 2009, to
be finalized concurrently with completion of the ONC compliant Vermont HIT Strategic and
Implementation Plan. The SMHP will appear as an Appendix to the Spring 2010 edition of the
VHITP.

1.E Coordination with Medicare and Federally Funded/State Based Programs

Responsibility for coordination of all HIT-HIE activities, initiatives, and programs both within
and across state government agencies and their federal partners, as well as with external
stakeholders and their interaction with state and federal programs, rests with the OVHA Division
of Health Care Reform.

Vermont sees substantial opportunities for dynamic systems integration, particularly because of
the timing of the ARRA funding opportunities and the re-procurement of the state’s Medicaid
Management Information System (MMIS). Like many states, Vermont’s disparate state and
state/federal programs operate on a diverse set of legacy systems. Through the state’s recently
completed Medicaid Information Technology Architecture (MITA) assessment and planning
process, Vermont has identified opportunities for conversion and upgrade to a Service Oriented
Architecture (SOA) for an evolving Agency of Human Service (AHS) IT enterprise
infrastructure. Through the CMS HIT Planning process, Vermont will conduct an “As-Is”
assessment and “To-Be” road map for ensuring the state’s I'T, HIT, and HIE infrastructures are as
fully integrated and interoperable as possible. The state has identified three tiers of projects that
represent targets of opportunity. (These are detailed in Appendix C.)

The following programs highlighted in the ONC guidance are addressed specifically below.
1.E.1. Medicare

The Division of Health Care Reform, its HIT Stakeholders Group, and VITL are
coordinating communication and outreach to the provider community — with the
collaboration of both the Vermont Medical Society and Vermont Association of
Hospitals and Health Systems — to ensure Vermont practitioners are fully aware of the
incentive payments for meaningful use of HIT for Medicare participating providers.
Communication will include weighing the respective benefits of choosing Medicare and
Medicaid incentives, for physicians who must choose one or the other, as well as
technical assistance for hospitals. In addition, the Division of Health Care Reform has
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responsibility for development of the SMHP, which requires Medicaid/Medicare HIT
planning and program coordination.

1.E.2. Centers for Disease Control

As noted above, integration of the HIE with public health is a core goal of Vermont HIE
policy. The Vermont Department of Health (VDH), as the statewide recipient of CDC
funding, oversees several immunization programs as well as health surveillance for the
State of Vermont. Within the Health Surveillance program activities include the
monitoring, surveillance and control of chronic diseases and disabling conditions. The
Office of Public Health Preparedness within the Department of Health works with
hospitals, healthcare providers, and others to respond to an array of public health
emergencies including pandemics. The state is actively pursuing opportunities to
integrate these programs IT systems with the larger AHS enterprise upgrades and
connectivity to the HIE.

Consistent with the HHS and CDC vision for state level reporting flowing up through the
PHIN and NHIN, full connectivity of VDH programs to the VHIEN is a core component
of the state vision for HIE connectivity. As a first step, VITL and VDH are currently
testing submissions to the state Immunization Registry through the VHIEN and will
expand first to bi-directional immunization reporting and reading, then to the other
registries maintained by VDH.

1.E.3. Long Term Care

Under Vermont’s Medicaid waiver the Department of Disabilities, Aging, and
Independent Living (DAIL) oversees a program entitled Choices for Care that offers
several choices for beneficiaries for long term care services. Built on a philosophy of
“aging in place” through the aggressive utilization of Home and Community Based
Services (HCBS), Choices for Care allows qualifying individuals to seek alternatives to
nursing home care. This has multiple implications for HIT-HIE planning and
implementation.

First, consistent with the state’s overall vision embodied in Choices for Care, integration
of electronic demographic and clinical communication across and between long term care
providers and entities, as well as connectivity to hospitals and physicians, is essential.
Because of this, as noted above, Vermont’s vision is to utilize the VHIEN to connect
home health agencies, area agencies on aging, adult day care centers, independent living
centers, public and low income housing serving elders and disabled adults, and
individuals homes through telemedicine and web-based health information tools.
Connectivity for nursing homes, residential care homes, and assisted living facilities is
also a key element of the vision for the long term care in the HIT-HIE architecture.

One complication is that the legacy IT systems in long term care organizations and other
entities serving the elder and disabled populations are even more disparate than the
systems used in physician and hospital settings, making interoperability an even more
substantial challenge. Nonetheless, rudimentary secure clinical messaging is a first
achievable step, and through the efforts of ASPE, ONC, and other branches of HHS,
standards for compatibility and data transfer will continue to be refined.

The guiding vision in Vermont is that long term care services and beneficiaries are
integral components of the HIE community, are included in the core infrastructure vision
from the outset, and the state will build on that as aggressively as funding allows.

Vermont Health Information Technology Plan 12



1.E.4. HHS/ASPE

Consistent with the work of the Office of the Assistant Secretary for Planning and
Evaluation on harmonizing reporting from the OASIS system for home health agencies
and MDS system for nursing homes and skilled nursing facilities, the Division of Health
Care Reform and VITL will work with Vermont nursing homes and home health
agencies to explore opportunities for utilizing their existing data systems to build bridges
to HIE. Vermont will seek opportunities to expand this work through data simplification
initiatives coming from ASPE and look to ONC for guidance on opportunities to engage
in those initiatives.

1.E.5. HIV Care Grant Program

The Vermont Department of Health is the primary statewide recipient of HIV/AIDS
funding. The state does not receive HIT-specific HIV/AIDS funding, but consistent with
the approach discussed above and the ASPE vision of coordination across HHS
programs, the Division of Health Care Reform and AHS IT staff will work with the VDH
to seek opportunities for systems integration and build them into the implementation
plan.

1.E.6. Health Resources & Services Administration (HRSA) Maternal and Child
Health Bureau (MCHB)

The Vermont Department of Health is the primary statewide recipient of Maternal and
Child Health Bureau (MCHB) funding and also works closely with the Vermont
Department of Children and Families (DCF) on programs serving these populations. The
state does not currently receive MCHB Systems Development Initiative program funding.
However, the VDH is also the primary statewide recipient of the Supplemental Nutrition
Program for Women, Infants, and Children (WIC). The WIC program is closely
integrated with the VDH MCHB and DCF programs and an initiative to upgrade the
legacy WIC case management system and integrate it with the AHS enterprise
architecture and its connection to the VHIEN is included in the state vision for HIE. In
addition, the Blueprint for Health is currently expanding its scope to include pediatric
populations with development of pediatric-focused care management and best-practices
guidelines embedded in DocSite architecture.

The project would link to early intervention services as part of the currently implemented
Bright Futures Information System (BFIS) or develop a system that can link with BFIS to
support the business processes for Children’s Integrated Services (CIS), which manages
services for pregnant women and children birth to five and includes programs previously
referred to as Family Infant Toddler Program (FITP; IDEA Part C), Healthy Babies, Kids
and Families (HBKF), and Children’s Upstream Services (CUPS). The project would
support preparation of the Federal reporting requirements for FITP (VT’s IDEA Part C
Program) and the state reporting requirements for all three programs.

Vermont will seek opportunities to expand this work through initiatives coming from
HRSA/MCHB and look to ONC for guidance on opportunities to engage in those
initiatives.

1.E.7. HRSA Office of Rural Health Policy (ORHP), Bureau of Primary Health
Care (BPHC), & Bureau of Health Professions (BHPr)
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The Vermont Department of Health operates an integrated Office of Rural Health and
Primary Care. The Office has supported and encouraged HIT development in Vermont,
working with HRSA grantees on numerous projects implemented to support local
implementation of state health reform initiatives at Federally Qualified Health Centers
(FQHC), Rural Health Clinics (RHC), and Critical Access Hospitals (CAH). The Office
funded the first statewide survey of EMR adoption in primary care practices and worked
closely on development of two HRSA/ORHP funded rural health networks, one focused
on building a statewide telemedicine infrastructure, the other supporting FQHC, RHC,
and CAH integration with the Vermont Blueprint for Health and HIT-HIE initiatives.

The state Office of Rural Health and Primary Care, along with the state Primary Care
Association, provide an important link to the state’s HRSA funded Federally Qualified
Health Centers (FQHC) as well. While most Vermont FQHC’s have implemented EHR
systems, several have not. The Division of Health Care Reform will work with the
state’s FQHC’s to ensure collaboration and coordination with HRSA HIT funding
programs targeted to FQHC’s and integration with the state HIE vision.

1.E.8. Substance Abuse and Mental Health Services Administration (SAMHSA)
The Vermont Department of Mental Health (DMH) and Vermont Department of Health
(VDH) are the statewide recipients of most SAMHSA funding. Like long term care
services, the vision is for expansive integration of mental health, behavioral health, and
substance abuse service providers and their clients in HIE. This includes connectivity
between the state hospital and community mental health centers, along with many other
agencies. (See VA collaboration at 1.E.11. below.) There are special challenges,
including the lack of interoperability standards and privacy laws specific to MH and SA
clients and services. The Division of Health Care Reform will continue to work closely
with DMH, VDH, and community partners, providers, and advocacy organizations to
realize a vision of secure, appropriate transmission of health information.

1.E.9. Medicaid/CHIP

The integration of Medicaid/CHIP programs in the HIE vision and planning is articulated
elsewhere in the Plan and will be detailed in the State Medicaid HIT Plan (SMHP) to be
submitted as a component of the 2010 edition. In summary, because of the co-location of
state HIT-HIE oversight and coordination functions within the state Medicaid agency,
Vermont will seek every opportunity to build interoperable connectivity for Medicaid
providers and beneficiaries into the HIE infrastructure.

1.E.10. Indian Health Service
There are no recognized tribes or Indian Health Service programs in Vermont.

1.E.11. Veteran’s Administration

The State is coordinating with the VA on multiple fronts. Coordinated HIE planning is
occurring between the Department of Mental Health (DMH) and the VA at both the
White River Junction veterans’ hospital and at the VA Community Based Outreach
Centers (CBOC), particularly in Chittenden County. Multi-entity coordination is under
way among DMH, the VA, Dartmouth Hitchcock Medical Center and its Vermont-based
practices, Fletcher Allen Health Care, the Vermont State Hospital, the University of
Vermont, the Vermont Office of Veterans Affairs, and the Vermont Department of
Corrections for HIE through the DMH Futures program, various State-sponsored
Continuity of Care initiatives, and the SAMHSA funded MHISSION-VT program, an
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HIE-enabled jail diversion program for veterans with mental health and substance abuse
issues.

It should also be noted that the Vermont Blueprint for Health Community Health Teams
described in earlier sections, include many organizations and community agencies touched by the
federal programs listed above. They are connected by the DocSite care management and care
coordination tools to HIE as the Blueprint expands statewide. A pilot program is in development
currently to utilize DocSite as the clinical care coordination tool in public and low income
housing, to test its usability for housing agencies seeking closer collaboration with health care
providers for the benefit of their residents. Again, the vision is clear: comprehensive,
interoperable connectivity built on the HIE backbone but extending well beyond the physician
and hospital communities.

1.F Coordination with Other ARRA Programs

VITL’s support of EHR deployment has built a reservoir of expertise in readiness assessment,
deployment support and practice transformation that make it a strong candidate for a Regional
HIT Extension Center cooperative agreement. Those funds will enable a much greater degree of
support for the efforts of providers across the state to successfully deploy EHR’s and leverage the
HIE. VITL’s preliminary application to the Regional Extension Center program was accepted.
They will submit a full application in November 2009.

Several areas of Vermont have limited broadband Internet access. Clearly, this is a necessary
precursor to effective use of the HIE. In addition, for many of the smaller practices, EHR
deployment on an ASP or SaaS basis may make the most operational and financial sense.
However, in the absence of stable broadband access, these are not viable. Indeed, full HIE
connectivity statewide requires full broadband deployment.

Vermont has submitted (and will continue to submit as additional opportunities arise) proposals
for ARRA broadband funding through the U.S. Dept. of Commerce—National
Telecommunications and Information Administration (NTIA)—Broadband Technology
Opportunities Program (BTOP) and the U.S. Dept. of Agriculture—Rural Utilities Service
(RUS)—Rural Development Broadband Program.

The Division of Health Care Reform works closely with Vermont’s Office of Economic Stimulus
and Recovery, which is taking the direct lead on broadband expansion, to coordinate all ARRA
funding opportunities that can support the HIT-HIE infrastructure. Another example is the state
Department of Labor’s coordination of a work force development grant to ensure that the
proposal includes a component for HIT work force training.
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2. Strategic Plan Domain Requirements
2.A Governance
2.A.1. Collaborative Governance Model

As described above in Section 1.A., Vermont’s HIE governance structure has gone through
evolutionary development. Originally chartered by the state to develop both the Vermont HIT
Plan (VHITP) and statewide HIE, VITL took the original role in convening stakeholders and
establishing the framework for HIT policy and HIE governance. VITL’s original Board structure
included nearly two dozen Directors, which provided broad representation of government,
consumer, and stakeholder interests. VITL also operated a series of open, public work groups,
including the HIT Plan Advisory Committee, a Provider Work Group, and a Privacy & Security
Work Group.

While this structure provided for broad stakeholder input, in2008 VITL undertook a process to
review its governance structure, ultimately reconfiguring its Board size and structure to focus
more on HIE implementation. VITL’s revised by-laws now call for a Board of not fewer than 9
nor more than 11 members, who are elected for staggered terms. The Governor and the General
Assembly each appoint one member of VITL’s Board.

In 2009, Act 61 specified a governance model that divides policy coordination and oversight
(now placed with the state) from HIE operations and implementation. Accordingly, the State
Government HIT Coordinator now convenes public meetings and work groups to ensure full
public participation in the process of HIT-HIE policy implementation, and VITL’s Board of
Directors provide governance for the HIE itself, as well as other programs VITL operates (such as
its current e-Prescribing initiative and its anticipated role as the state’s Regional HIT Extension
Center).

Vermont has structured its governance model to reflect and integrate with the federal HIT-HIE
policy structure enacted in the HITECH Act. Act 61 requires the state to produce and annually
update a state HIT Plan that mirrors the requirements and process placed on ONC for the federal
HIT Plan. (See Appendix A for complete Vermont statute.) As noted, the VHITP serves to meet
both the federal and state statutory requirements.

2.A.2. State Government HIT Coordinator

The state Government HIT Coordinator is directly accountable to the Governor and the General
Assembly and is responsible for coordinating and convening multi-disciplinary input from broad
HIT and HIE stakeholders. The Coordinator is also responsible for ensuring alignment and
collaboration with ARRA funded programs across state government.

Currently, the Coordinator convenes:
a) the monthly General HIT Stakeholders meeting to provide input on HIT-HIE policy
issues and sub-groups on Privacy & Security, Communication, and HIE Planning;

b) the HIT & Higher Education Work Group designed to ensure collaboration for both
HIT workforce and university-based HIT research efforts across the state; and

c) the state Regional HIT Extension Center Advisory Board.
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As noted above, the acting state Government HIT Coordinator is the Deputy Director for the
Office of Vermont Health Access, Division of Health Care Reform. The state is in the process of
creating a new full time position to fill that role. The Coordinator will work closely with the
Deputy Director for Health Reform and with the Director of the Vermont Blueprint for Health to
ensure full integration of HIT-HIE policy and health care reform implementation.

The Coordinator is also supported by the OVHA IT Project Manager and will collaborate closely
with the Agency of Human Services CIO and the Associate CIO for Health. They are focused on
coordination with Medicaid and the Agency’s IT programs and projects, including the re-
procurement of Vermont’s MMIS system and modernization of state program eligibility systems.
Other new positions, focused on the coordination of the Medicaid HIT Incentive Payment
program, are being developed through the CMS HIT Planning — Advanced Planning Document
process. A state Assistant Attorney General position to take the lead on Privacy and Security
Policy is also under development.

Vermont’s Government HIT Coordinator has the responsibility to ensure that the state’s HIT-HIE
initiatives are fully integrated and collaborative, both across internal government systems,
initiatives, and programs, as well as HIT-HIE programs and initiatives outside of state
government. This precisely mirrors the responsibility of the Deputy Director for Health Care
Reform, who is charged with overseeing collaboration of all the state’s health reform initiatives
both across internal government systems, initiatives, and programs, as well as health reform
programs and initiatives outside of state government.

HIT-HIE is a significant state priority. In a time of budget challenges and staffing reductions,
Vermont will be adding limited service positions to support these initiatives. Vermont Governor
James Douglas serves as founding Co-Chair of the State Alliance for e-Health. As such, the
Governor has provided strong historic support for HIT-HIE initiatives in the state and its integral
role in health reform. With the Directors of OVHA and the Blueprint, the Deputy Director serves
as a senior health policy advisor to the Governor. They have the access and ability to raise issues
to that level as necessary, to ensure a consistent, unified approach to HIT-HIE across state
government and with the external partners who are equally important to successful
implementation.

2.A.3. Accountability and Transparency

Accountability, transparency, and engagement with the public is a longstanding Vermont
tradition and is codified in Section 8 of Act 61 of 2009, which requires that “the state shall
consult with and consider the recommendations of:
(1) Health care and human service providers, including those who provide services
to low income and underserved populations;
(2) Health insurers;
(3) Patient or consumer organizations that represent the population to be served;
(4) Health information technology vendors;
(5) Health care purchasers and employers;
(6) All relevant state agencies, including the department of banking, insurance,
securities, and health care administration; the department of information and
innovation; and the agency of human services;
(7) Health profession schools, universities, and colleges;
(8) Clinical researchers;
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(9) Other users of health information technology, such as health care providers’
support and clerical staff and others involved in patient care and care coordination;
and

(10) Such other entities as the Secretary of Health and Human Services determines
appropriate.”

As noted, this plan reflects engagement with those constituencies, who will continue to be
engaged throughout the fall and winter of 2009/2010 as the plan is updated and expanded to fully
meet ONC requirements.

2.B Financial Sustainability

Per 32 V.S.A. chapter 241 § 10301, Vermont collects a fee (2/10ths of 1%) on all health
insurance claims that generates annual revenues for the state Health IT Fund which then provides
grants to support HIT and HIE. While the Fund sunsets in 2015, it will provide substantial
capacity to match federal funds available through both ONC and CMS to provide for the
statewide build out of the HIE infrastructure. VITL already has a subscription model in place,
although fees are currently waived. It is anticipated that by 2015, the value added to the state’s
health care providers and consumers by ubiquitous, bi-directional exchange of health information
will be so substantial that the on-going business case for on-going incremental fee structures will
be fully evident. A complete business plan will be included in the 2010 VHITP submission.

2.C Technical Infrastructure

2.C.1. Interoperability

The Vermont Health Information Exchange Network (VHIEN), which is operated by VITL
under the authority of 18 V.S.A. chapter 219 § 9352, has been designed from the ground up to
be fully compliant with national standards for HIE. The Healthcare Information Technology
Standards Panel (HITSP) recognized VITL as one of five “real life” stories in January 2009
and HITSP included VITL in its webinar series in July 2009. The VHIEN uses the following
HITSP constructs and Integrating the Healthcare Enterprise (IHE) profiles.

e TP22 (IHE PIX Patient Look-up by ID) and T23 (IHE PDQ Patient Look-up by
Demographics) for integration with master patient index

TP13 (IHE XDS) for document sharing

TP23 (IHE XDS) for document storage and retrieval

T14 (HL7 V2.4) for exchange of lab results

C32 (IHE XDS-MS CDA-CCD) for exchange of health summary information
C37 (IHE XD*-Lab) for exchange of lab data

As presently configured, the VHIEN supports TP15 (IHE-ATNA) for audit logging and TP17
(IHE-ATNA) for secure node communication, as well as T16 (IHE CT) for consistent time.
There is planned support of TP30 (IHE-BPPC) for consents.

Because the VHIEN has been designed to be compliant with national standards, participation
in the NHIN can be accomplished easily with a minimum of additional technical work. VITL
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encourages EHR vendors serving Vermont physician practices to make their products
compliant with the above national standards, and interoperable with the Vermont HIE
Network. This is achieved through an annual interoperability demonstration at the VITL
Summit conference. The demonstration, modeled on one at the national HIMSS conference,
features vendors accessing data on the VHIEN, modifying it as a provider would when seeing
a patient, and then publishing updated data for the next provider in the health care continuum
to use when treating the patient.

2.C.2. Technical Architecture/Approach

The Vermont Health Information Exchange uses a hybrid architecture, with some functions
federated throughout the network and others centralized. For example, there is a central data
repository for aggregating data from multiple sources participating in the Blueprint for Health
initiative. Once the data is aggregated, it is transmitted to the DocSite registry, which providers
then access to analyze the aggregated data. Access to other data remains federated, with each
health care organization assigned its own local repository. There is a master person index, which
uses demographic feeds from each participating provider and algorithms to accurately match
records located in the various repositories to a unique individual. Participating health care
providers conduct a search for an individual in the MPI, and once the person is found, a list of
available clinical documents for the individual is presented to the HIE user. The authorized user
then clicks on a link to open the document, and if he or she wishes, can import that document into
the organization’s electronic medical record for the individual patient.

The Vermont Health Information Exchange became active in April 2007, with the first use being
the delivery of electronic medication histories to ED physicians. The next use was electronic lab
result delivery to physician EHR’s, which commenced in the fall of 2008. By the end of 2008, the
Vermont HIE was being used to aggregate data from the EHR’s of physicians participating in the
Blueprint for Health initiative (using the continuity of care document standard) and transmit that
data to the DocSite registry. The next phase of the HIE will be the implementation of bi-
directional health information exchange between providers in a hospital service area, using the
CCD. Once the initial implementation of bi-directional HIE has been accomplished, the service
will be rolled out to providers across the state. Interface development is underway for the delivery
of radiology reports from hospitals to physician practices, electronic ordering of both lab and
imaging tests, and electronic reporting of immunizations to the Vermont Immunization Registry.

2.D. Business and Technical Operations

Rationale: Deploy the HIE in a manner that quickly provides value to the practicing clinician and
creates a platform for broad information exchange and clinical collaboration. Build on that base
to deploy a standard complement of interfaces.

Current state: The HIE lab results delivery service is currently active in four of fourteen hospital
service areas. Work is underway to activate it with the tertiary hospital provider in the state.

Statewide deployment of this service will be complete by the end of 2010.

The medication history service is active in three hospitals. Cost has been a barrier to expanding
this service to the remainder of the state.
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Data for the Blueprint for Health initiative is being gathered in three hospital service areas, with
additional sites in progress. Increased funding from the Vermont Legislature during the 2009
session will help accelerate the rollout of this service.

Plan:

e Complete deployment of laboratory results to all HSA’s by the end of 2010.

e Expand options for medication history in coordination with deployment of e-prescribing
supported through a HRSA grant. The grant will support connecting independent
pharmacies in the state to the Surescripts network and will provide incentives to
providers to deploy and use e-prescribing — either as part of their EHR or as a free-
standing tool.

® Deploy full complement of interfaces into HSA’s which are leading expansion of the
Blueprint for Health.

2.E Legal/policy

2.E.1. Privacy and Security—

Rationale: Highly reliable and transparent privacy and security policies and practices are critical
to the acceptance of electronic health information and HIE by the citizens of Vermont.

Current state: In 2008 and early 2009, VITL conducted a statewide process to engage consumer
and provider stakeholders on the issue of privacy and security, and developed a set of six privacy
and security policies to govern the operation of the Vermont Health Information Exchange.

As part of this process, federal and state laws and regulations were analyzed. This analysis also
included the HHS Privacy and Security Framework, to ensure that the privacy principles in the
framework were reflected in the privacy and security policies adopted by the VITL Board in
April 2009. A further review and revision of those policies focused on secondary use criteria was
conducted over the summer and approved by the VITL Board in September 2009. The complete
set of VITL’s privacy and security policies appears in Appendix B, along with a discussion
document: “Application of Law to the Privacy and Security Framework of a Health Information
Exchange Network.”

Plan:
e Coordinate adoption of privacy and security policies and procedures with all health
systems in the state as part of HIE deployment

e (Create easily understood material to support opt in consent procedures required by state
law.

e  Work with neighboring states to facilitate interstate HIE in conformance with state laws.
e (Create position in state government with responsibility for oversight of HIE Privacy &
Security policies.

2.E.2. State Laws —

The process to develop HIE privacy and security policies included a legal review of all applicable
state laws. Policies were written to ensure compliance. Because Vermont’s privacy law is more
strict than HIPAA, it was determined that Vermont must use an opt-in model for HIE. That model
is reflected in the policy on patient consent. At this time, there are no plans to modify state laws.
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VITL has communicated with the neighboring health information exchanges in New York,
Massachusetts, Connecticut, Rhode Island, and Maine, as well as with the academic medical
center in New Hampshire. Interstate information exchange is critical to effective support of care
delivery in a state which provides support to patients in other states and relies on their providers
for care to Vermonters. Discussions will continue to develop plans to align varying legal
requirements to permit cross border exchange. VITL also actively participated in the HISPC
national collaboration.

The State of Vermont and VITL are participating in both regionally focused and national multi-
state collaborative projects working on legal and policy issues related interstate exchange of
health information. In addition, Vermont is now represented on the Markle Foundation
Connecting For Health Steering Group, which is devoting considerable time and resources to
support national HIE policies that will work for states and for multi-state entities.

2.E.3. Policies and Procedures

In April 2009, VITL’s board of directors adopted a comprehensive set of privacy and security
policies and agreements, including: Policy on Participating Health Care Provider Policies and
Procedures for the VHIEN, Policy on Patient Consent to Opt In to VHIEN, Policy on Secondary
Use of Identifiable PHI on VHIEN, Policy on Information Security, Policy on Privacy and
Security Events, and Policy on Auditing and Access Monitoring. The policies are currently in use
by hospitals in multiple Vermont hospital service areas as models for HIE among providers in
those communities and will be deployed statewide as the VHIEN is built out in calendar 2010. A
set of model policies and agreements is part of the “implementation toolkit” provided to all
practices and institutions working with VITL. These policies, including proposed revisions to the
Secondary Use policy (currently open to public comment), are included as Appendix B.

2.E.4. Trust Agreements

Current state: From the beginning, the Vermont HIE Network has required that business
associate agreements and contract terms be signed with each participating organization. In fact,
technical work does not begin on an interface or other project until the agreements have been
signed by all parties. These agreements spell out in detail how data is to be used between
organizations.

Plan: Leverage current agreements to facilitate statewide expansion and work with counterparts
in adjoining states to develop agreements in conformance with other state law, policies and
procedures.

2.E.5. Oversight of Information Exchange and Enforcement

Vermont statute 18 V.S.A. chapter 219 § 9351(f) requires that Vermont HIT and HIE programs
“shall be consistent with the goals outlined in the strategic plan developed by the Office of the
National Coordinator for Health Information Technology and the statewide health information
technology plan.” In the event that providers, individuals, or other entities are not compliant with
state and federal policy, the state has the option to pursue enforcement. Act 61, enacted during the
2009 legislative session, provides several compliance mechanisms including:

Sec. 5. 18 V.S.A. § 9437 gives the commissioner of Banking, Insurance, Securities, and
Health Care Administration has the authority to require that the Certificate of Need (CON)
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application for a large hospital HIT project “‘conforms with the health information
technology plan established under section 903 of Title 22....”.

Sec. § 9352 authorizes VITL to require that Health Information Technology systems

acquired under a VITL grant or loan comply with data standards for interoperability adopted
by VITL and the state health information technology plan.

Sec. § 9352 also authorizes VITL, following federal guidelines and state policies, if
enacted, to certify the meaningful use of health information technology and electronic
health records by health care providers licensed in Vermont. Without meaningful use

certification, providers will not qualify for the Medicaid incentives created in the
ARRA/HITECH act.

The VHIEN privacy and security policies contain a procedure for dealing with individuals and
organizations that are not compliant with the policies. Sanctions may include permanent
exclusion from participating in the VHIEN. The legal analysis does note that in the event that an
individual has a complaint relating to the use or disclosure of his or her protected health
information, a professional grievance against the health care provider or facility responsible may
be submitted for review by the licensing authority of that provider or facility. The analysis also
points out that “The Secretary of the US Department of Health and Human Services also has the
authority to impose civil monetary penalties as set forth in 45 CFR §160.404 as amended by
HITECH Act § 13410 and which extends enforcement to State Attorneys General.
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3. Operational Plan
3.A.1. Coordination with ARRA Programs

The Operational Plan must describe specific points of coordination and
interdependencies with other relevant ARRA programs including Regional Centers,
workforce development initiatives, and broadband mapping and access. As these
programs are developed, ONC will provide program guidance to facilitate state specific
coordination across Regional Centers, workforce development and broadband programs.
For planning purposes, applicants concurrently applying as HIE recipients and Regional
Center recipients should specify how they will provide technical assistance to health care
providers in their states with estimates of geographic and provider coverage. In addition,
project resource planning should take into account how and when trained professionals
from workforce development programs will be utilized to support statewide HIE, and how
and when broadband will be available to health care providers across the state
according to the availability of up to date broadband maps and funded efforts to expand
access.

3.A.2. Coordination with Other States
In order to share lessons learned and encourage scalable solutions between states, the

Operational Plan shall describe multi-state coordination activities including the sharing
of plans between states.
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4. Operational Plan Domain Requirements
4.A  Governance and Policy Structures

The Operational Plan must describe the ongoing development of the governance and
policy structures.

4.B Finance
4.B.1 Cost Estimates and Staffing Plans

The Operational Plan must provide a detailed cost estimate for the implementation of the
Strategic Plan for the time period covered by the Operational Plan. It must also include a
detailed schedule describing the tasks and sub-tasks that need to be completed in order to
enable statewide HIE along with resources, dependencies, and specific timeframes. The
implementation description shall specify proposed resolution and mitigation methods for
identified issues and risks within the overall project. Additionally, recipients shall
provide staffing plans including project managers and other key roles required to ensure
the project’s success.

4.B.2. Controls and Reporting

The Operational Plan must describe activities to implement financial policies,

procedures and controls to maintain compliance with generally accepted accounting
principles (GAAP) and all relevant OMB circulars. The organization will serve as a
single point of contact to submit progress and spending reports periodically to ONC.

4.C. Technical Infrastructure
4.C.1 Standards and Certifications

The Operational Plan shall describe efforts to become consistent with HHS adopted
interoperability standards and any certification requirements, for projects that are just
starting; demonstrated compliance, or plans toward becoming consistent with HHS
adopted interoperability standards and certifications if applicable, for those projects that
are already implemented or under implementation.

4.C.2. Technical Architecture

The Operational Plan must describe how the technical architecture will accommodate
the requirements to ensure statewide availability of HIE among healthcare providers,
public health and those offering service for patient engagement and data access. The
technical architecture must include plans for the protection of health data. This needs to
reflect the business and clinical requirements determined via the multi-stakeholder
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planning process. If a state plans to exchange information with federal health care
providers including but not limited to VA, DoD, IHS, their plans must specify how the
architecture will align with NHIN core services and specifications.

4.C.3. Technology Deployment

The Operational Plan must describe the technical solutions that will be used to develop
HIE capacity within the state and particularly the solutions that will enable meaningful
use criteria established by the Secretary for 2011, and indicate efforts for nationwide
health information exchange. If a state plans to participate in the Nationwide Health
Information Network (NHIN), their plans must specify how they will be complaint with
HHS adopted standards and implementation specifications.

4.D. Business and Technical operations

4.D.1 Current HIE Capacities

The Operational Plan must describe how the state will leverage current HIE capacities, if
applicable, such as current operational health information organizations (HIOs),
including those providing services to areas in multiple states.

4.D.2. State-Level Shared Services and Repositories

The Operational Plan must address whether the state will leverage state-level shared
services and repositories including how HIOs and other data exchange mechanisms can
leverage existing services and data repositories, both public or private. Shared services
for states to consider include (but are not limited to): Security Service, Patient Locator
Service, Data/Document Locator Service, and Terminology Service. These technical
services may be developed over time and according to standards and certification
criteria adopted by HHS in effort to develop capacity for nationwide HIE.

4.D.3. Standard operating procedures for HIE

The Operational Plan should include an explanation of how standard operating
procedures and processes for HIE services will be developed and implemented.

4.E. Legal/policy

4.E.1. Establish Requirements

See Appendix B for Complete set of current Privacy and Security Policies for the VHIEN
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4.E.2. Privacy and Security Harmonization

See Appendix B for discussion of process and alignment of Privacy and Security Policies
for the VHIEN which set the standard for HIE statewide.

4.E.3. Federal Requirements

To the extent that states anticipate exchanging health information with federal care
delivery organizations, such as the VA, DoD, Indian Health Service, etc. the Operational

Plan must consider the various federal requirements for the utilization and protection of
health data will be accomplished.
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Appendix A

Excerpts from Act 61 of 2009 — An act relating to health care reform

It is hereby enacted by the General Assembly of the State of Vermont:
** * Implementing Health Care Provisions of the American Recovery and
Reinvestment Act * * *
Sec. 1. 18 V.S.A. chapter 219 is added to read:
CHAPTER 219. HEALTH INFORMATION TECHNOLOGY
§ 9351. HEALTH INFORMATION TECHNOLOGY PLAN

(a) The secretary of administration or designee shall be responsible for the overall

coordination of Vermont’s statewide health information technology plan. The secretary

or designee shall administer and update the plan as needed, which shall include the

implementation of an integrated electronic health information infrastructure for the

sharing of electronic health information among health care facilities, health care

professionals, public and private payers, and patients. The plan shall include standards

and protocols designed to promote patient education, patient privacy, physician best

practices, electronic connectivity to health care data, and, overall, a more efficient and

less costly means of delivering quality health care in Vermont.

(b) The health information technology plan shall:

(1) support the effective, efficient, statewide use of electronic health information in

patient care, health care policymaking, clinical research, health care financing, and

continuous quality improvements;

(2) educate the general public and health care professionals about the value of an

electronic health infrastructure for improving patient care;

(3) ensure the use of national standards for the development of an interoperable

system, which shall include provisions relating to security, privacy, data content,

structures and format, vocabulary, and transmission protocols;

(4) propose strategic investments in equipment and other infrastructure elements

that will facilitate the ongoing development of a statewide infrastructure;
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(5) recommend funding mechanisms for the ongoing development and

maintenance costs of a statewide health information system, including funding options

and an implementation strategy for a loan and grant program:

(6) incorporate the existing health care information technology initiatives to the

extent feasible in order to avoid incompatible systems and duplicative efforts:

(7) integrate the information technology components of the Blueprint for Health

established in chapter 13 of this title, the agency of human services’ enterprise master

patient index, and all other Medicaid management information systems being developed

by the office of Vermont health access, information technology components of the

quality assurance system, the program to capitalize with loans and grants electronic

medical record systems in primary care practices, and any other information technology

initiatives coordinated by the secretary of administration pursuant to section 2222a of

Title 3; and

(8) address issues related to data ownership, governance, and confidentiality and

security of patient information.

(¢) The secretary of administration or designee shall update the plan annually to

reflect emerging technologies, the state’s changing needs, and such other areas as the

secretary or designee deems appropriate. The secretary or designee shall solicit

recommendations from Vermont Information Technology Leaders, Inc. (VITL) and other

entities in order to update the health information technology plan pursuant to this section,

including applicable standards, protocols, and pilot programs, and may enter into a

contract or grant agreement with VITL or other entities to update some or all of the plan.

Upon approval by the secretary, the updated plan shall be distributed to the commission

on health care reform; the commissioner of information and innovation; the

commissioner of banking, insurance, securities, and health care administration; the

director of the office of Vermont health access; the secretary of human services; the

commissioner of health; the commissioner of mental health; the commissioner of

disabilities, aging, and independent living; the senate committee on health and welfare:

the house committee on health care; affected parties; and interested stakeholders.

(d) The health information technology plan shall serve as the framework within which

the commissioner of banking, insurance, securities, and health care administration

Vermont Health Information Technology Plan 28



reviews certificate of need applications for information technology under section 9440b

of this title. In addition, the commissioner of information and innovation shall use the

health information technology plan as the basis for independent review of state

information technology procurements.

(e) The privacy standards and protocols developed in the statewide health information

technology plan shall be no less stringent than applicable federal and state guidelines,

including the “Standards for Privacy of Individually Identifiable Health Information”

established under the Health Insurance Portability and Accountability Act of 1996 and

contained in 45 C.F.R., Parts 160 and 164, and any subsequent amendments, and the

privacy provisions established under Subtitle D of Title XIII of Division A of the

American Recovery and Reinvestment Act of 2009, Public Law 111-5, sections 13400 et

seq. The standards and protocols shall require that access to individually identifiable

health information is secure and traceable by an electronic audit trail.

(f) Qualified applicants may seek grants to invest in the infrastructure necessary to

allow for and promote the electronic exchange and use of health information from federal

agencies, including the Office of the National Coordinator for Health Information

Technology, the Health Resources and Services Administration, the Agency for

Healthcare Research and Quality, the Centers for Medicare and Medicaid Services, the

Centers for Disease Control and Prevention, the U.S. Department of Agriculture, and the

Federal Communications Commission. The secretary of administration or designee shall

require applicants for grants authorized pursuant to Section 13301 of Title XXX of

Division A of the American Recovery and Reinvestment Act of 2009, Public Law 111-5,

to submit the application for state review pursuant to the process established in federal

Executive Order 12372, Intergovernmental Review of Federal Programs. Grant

applications shall be consistent with the goals outlined in the strategic plan developed by

the Office of the National Coordinator for Health Information Technology and the

statewide health information technology plan.
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§ 9352. VERMONT INFORMATION TECHNOLOGY LEADERS

(a) Governance. The general assembly and the governor shall each appoint one

representative to the Vermont Information Technology Leaders, Inc. (VITL) board of

directors.

(b) Conflict of interest. In carrying out their responsibilities under this section,

directors of VITL shall be subject to conflict of interest policies established by the

secretary of administration to ensure that deliberations and decisions are fair and

equitable.
(¢) Health information exchange operation. VITL shall be designated in the health

information technology plan pursuant to section 9351 of this title to operate the exclusive

statewide health information exchange network for this state. Nothing in this chapter

shall impede local community providers from the exchange of electronic medical data.

(d) Privacy. The standards and protocols implemented by VITL shall be consistent

with those adopted by the statewide health information technology plan pursuant to

subsection 9351(e) of this title.

(e) Report. No later than January 15 of each year, VITL shall file a report with the

commission on health care reform; the secretary of administration; the commissioner of

information and innovation; the commissioner of banking, insurance, securities, and

health care administration; the director of the office of Vermont health access; the

secretary of human services; the commissioner of health; the commissioner of mental

health; the commissioner of disabilities, aging, and independent living; the senate

committee on health and welfare; and the house committee on health care. The report

shall include an assessment of progress in implementing health information technology in

Vermont and recommendations for additional funding and legislation required. In

addition, VITL shall publish minutes of VITL meetings and any other relevant

information on a public website.

(f) Funding authorization. VITL is authorized to seek matching funds to assist with

carrying out the purposes of this section. In addition, it may accept any and all donations,

gifts, and grants of money, equipment, supplies, materials, and services from the federal

or any local government, or any agency thereof, and from any person, firm, foundation,

Vermont Health Information Technology Plan 30



or corporation for any of its purposes and functions under this section and may receive

and use the same, subject to the terms, conditions, and regulations governing such

donations, gifts, and grants.

(2) Waivers. The secretary of administration or designee, in consultation with VITL,

may seek any waivers of federal law, of rule, or of regulation that might assist with

implementation of this section.

(h) Loan and grant programs. VITL shall solicit recommendations from the secretary

of administration or designee, health insurers, the Vermont Association of Hospitals &

Health Systems, Inc., the Vermont Medical Society, Bi-State Primary Care Association,

the Council of Developmental and Mental Health Services, the Behavioral Health

Network, the Vermont Health Care Association, the Vermont Assembly of Home Health

Agencies, other health professional associations, and appropriate departments and

agencies of state government, in establishing a financing program, including loans and

grants, to provide electronic health records systems to providers, with priority given to

Blueprint communities and primary care practices serving low income Vermonters.

Health information technology systems acquired under a grant or loan authorized by this

section shall comply with data standards for interoperability adopted by VITL and the

state health information technology plan. An implementation plan for this loan and grant

program shall be incorporated into the state health information technology plan.

(1) Certification of meaningful use. To the extent necessary or required by federal

law, VITL shall be authorized to certify the meaningful use of health information

technology and electronic health records by health care providers licensed in Vermont.

(1) _Scope of activities. VITL and any person who serves as a member, director,

officer, or emplovee of VITL with or without compensation shall not be considered a

health care provider as defined in subdivision 9432(8) of this title for purposes of any

action taken in good faith pursuant to or in reliance upon provisions of this section

relating to VITL’s:

(1) Governance;

(2) Electronic exchange of health information and operation of the statewide health

information exchange network as long as nothing in such exchange or operation

constitutes the practice of medicine pursuant to chapter 23 or 33 of Title 26;
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(3) Implementation of privacy provisions:

(4) Funding authority:

(5) Application for waivers of federal law;

(6) Establishment and operation of a financing program providing electronic health

records systems to providers; or

(7) Certification of health care providers’ meaningful use of health information

technology.

Sec. 2. 3 V.S.A. § 2222a(c) is amended to read:
(c) Vermont’s health care system reform initiatives include:
k ok ok
(2) The Vermont health information technology project pursuant to seetion-903-of
Fitle22 chapter 219 of Title 18.

Sec. 3. 18 V.S.A. § 9410(h)(3)(C) is amended to read:
(C) Consistent with the dictates of HIPAA, and subject to such terms and

conditions as the commissioner may prescribe by regulation, the-Vermentinformation

the Vermont program for quality in health care shall have access to the unified health
care database for use in improving the quality of health care services in Vermont. In

using the database, the Vermont program for quality in health care shall agree to abide by

the rules and procedures established by the commissioner for access to the data. The

commissioner’s rules may limit access to the database to limited-use sets of data as

necessary to carry out the purposes of this section.

Sec. 4. 18 V.S.A. § 9416 is amended to read:
§ 9416. VERMONT PROGRAM FOR QUALITY IN HEALTH CARE

(a) The commissioner shall contract with the Vermont Program for Quality in Health
Care, Inc. to implement and maintain a statewide quality assurance system to evaluate

and improve the quality of health care services rendered by health care providers of
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health care facilities, including managed care organizations, to determine that health care
services rendered were professionally indicated or were performed in compliance with
the applicable standard of care, and that the cost of health care rendered was considered
reasonable by the providers of professional health services in that area. The
commissioner shall ensure that the information technology components of the quality
assurance system are incorporated into and comply with the statewide health information

technology plan developed under section 993-efFitle 22 9351 of this title and any other

information technology initiatives coordinated by the secretary of administration pursuant
to section 2222a of Title 3.
* % %
Sec. 5. 18 V.S.A. § 9437 is amended to read:
§ 9437. CRITERIA
A certificate of need shall be granted if the applicant demonstrates and the
commissioner finds that:
k ok ok
(7) if the application is for the purchase or lease of new health care information
technology, it conforms with the health information technology plan established under

¢ section 9351

of this title.

Sec. 6. 18 V.S.A. § 9440b is amended to read:

§ 9440b. INFORMATION TECHNOLOGY; REVIEW PROCEDURES
Notwithstanding the procedures in section 9440 of this title, upon approval by the

general assembly of the health information technology plan developed under section 993

of Fitde 22 9351 of this title, the commissioner shall establish by rule standards and

expedited procedures for reviewing applications for the purchase or lease of health care
information technology that otherwise would be subject to review under this subchapter.
Such applications may not be granted or approved unless they are consistent with the
health information technology plan and the health resource allocation plan. The
commissioner’s rules may include a provision requiring that applications be reviewed by

the health information advisory group authorized under section 993-efFitle 22 9352 of
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this title. The advisory group shall make written findings and a recommendation to the

commissioner in favor of or against each application.

Sec. 7. REPEAL
22 V.S.A. § 903 (health information technology) is repealed.

Sec. 8. HEALTH INFORMATION TECHNOLOGY PLANNING AND
IMPLEMENTATION GRANTS

(a) The secretary of administration or designee shall apply to the Secretary of Health

and Human Services for an implementation grant to facilitate and expand the electronic

movement and use of health information among organizations according to nationally

recognized standards and implementation specifications. As part of the grant application,

the secretary or designee shall submit a plan, which may include some or all of the

elements of the plan administered by the secretary or designee pursuant to section 9351

of Title 18, and which shall:

(1) Be pursued in the public interest:

(2) Be consistent with the strategic plan developed by the National Coordinator of

Health Information Technology:

(3) Include a description of the ways in which the state will carry out the activities

described in the application for the planning grant under subsection (c) of this section;

and

(4) Contain such elements as the Secretary of Health and Human Services may

require.

(b) Funds received pursuant to an implementation grant under subsection (a) of this

section shall be used to conduct activities, including:

(1) Enhancing broad and varied participation in the authorized and secure

nationwide electronic use and exchange of health information;

(2) Identifying state or local resources available toward a nationwide effort to

promote health information technology;

(3) Complementing other federal grants, programs, and efforts toward the

promotion of health information technology:;
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(4) Providing technical assistance for the development and dissemination of

solutions to barriers to the exchange of electronic health information;

(5) Promoting effective strategies to adopt and utilize health information

technology in medically underserved areas:

(6) Assisting patients in utilizing health information technology:

(7) Providing education and technical assistance in the use of health information

technology to clinicians and key practice support staff and encouraging clinicians to work

with federally designated Health Information Technology Regional Extension Centers, to

the extent that they are available and valuable;

(8) Supporting public health and human service agencies’ authorized use of and

access to electronic health information;

(9) Promoting the use of electronic health records for quality improvement,

including through quality measures reporting; and

(10) Such other activities as the Secretary of Health and Human Services or the

National Coordinator of Health Information Technology may specify.

(¢) The secretary of administration or designee shall apply to the Secretary of Health

and Human Services, through the Office of the National Coordinator for Health

Information Technology, for a grant to plan the activities described in subsection (b) of

this section.

(d) In carrving out the activities funded by the planning and implementation grants,

the state shall consult with and consider the recommendations of:

(1) Health care and human service providers, including those who provide services

to low income and underserved populations;

(2) Health insurers:

(3) Patient or consumer organizations that represent the population to be served;

(4) Health information technology vendors;

(5) Health care purchasers and employers;

(6) All relevant state agencies, including the department of banking, insurance,

securities, and health care administration; the department of information and innovation;

and the agency of human services;

(7) Health profession schools, universities, and colleges:
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(8) Clinical researchers;

(9) Other users of health information technology, such as health care providers’

support and clerical staff and others involved in patient care and care coordination; and

(10) Such other entities as the Secretary of Health and Human Services determines

appropriate.

(e) The secretary of administration or designee shall agree, as part of the grant

application, to make available from the health IT-fund established under section 10301 of

Title 32 nonfederal contributions, including in-kind contributions if appropriate, toward

the costs of the implementation grant in an amount equal to:

(1) For fiscal year 2011, not less than $1.00 for each $10.00 of federal funds

provided under the grant:

(2) For fiscal year 2012, not less than $1.00 for each $7.00 of federal funds

provided under the grant;

(3) For fiscal year 2013 and each subsequent fiscal year, not less than $1.00 for

each $3.00 of federal funds provided under the grant; and

(4) Before fiscal year 2011, such amounts, if any, as the Secretary of Human

Services may determine to be required for receipt of federal funds under the grant.

Sec. 9. 32 V.S.A. § 10301 is amended to read:
§ 10301. HEALTH IT-FUND

(a) The Vermont health IT-fund is established in the state treasury as a special fund to
be a source of funding for medical health care information technology programs and
initiatives such as those outlined in the Vermont health information technology plan

administered by the VermontInformationTechnologyLeaders- VL) secretary of

administration or designee. One hundred percent of the fund shall be disbursed for the

advancement of health information technology adoption and utilization in Vermont as
appropriated by the general assembly, less any disbursements relating to the

administration of the fund. The fund shall be used for loans and grants to health care

providers pursuant to section 10302 of this chapter and for the development of programs

and initiatives sponsored by VITL and state entities designed to promote and improve

health care information technology, including:
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(1) a program to provide electronic health information systems and practice

management systems for primary health care and human service practitioners in

Vermont;

(2) financial support for VITL to build and operate the health information
exchange network;

(3) implementation of the Blueprint for Health information technology initiatives,

related public and mental health initiatives, and the advanced medical home and

community care team project; and

(4) consulting services for installation, integration, and clinical process re-
engineering relating to the utilization of healthcare information technology such as
electronic medieal health records.

k ok ok
Sec. 10. 32 V.S.A. § 10302 is added to read:
§ 10302. CERTIFIED ELECTRONIC HEALTH RECORD TECHNOLOGY
LOAN FUND

(a) Subject to the requirements set forth in subsection (d) of this section, the secretary

of administration or designee shall establish a certified electronic health record

technology loan fund (“loan fund”) within the health IT-fund for the purpose of receiving

and disbursing funds from the Office of the National Coordinator of Health Information

Technology for the loan program described in subsection (b) of this subsection.

(b) The secretary of administration or designee may apply to the Office of the

National Coordinator of Health Information Technology for a grant to establish a loan

program for health care providers to:

(1) facilitate the purchase of electronic health record technology:

(2) enhance the utilization of certified electronic health record technology,

including costs associated with upgrading health information technology so that it meets

criteria necessary to be a certified electronic health record technology;

(3) train personnel in the use of electronic health record technology: or

(4) improve the secure electronic exchange of health information.

(c¢) In addition to the application required by the National Coordinator, the secretary

or designee shall also submit to the National Coordinator a strategic plan identifying the
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intended uses of the amounts available in the loan fund for a period of one vyear,

including:

(1) alist of the projects to be assisted through the loan fund during such year;

(2) a description of the criteria and methods established for the distribution of

funds from the loan fund during the year;

(3) adescription of the financial status of the loan fund as of the date of the

submission of the plan: and

(4) the short-term and long-term goals of the loan fund.

(d) Amounts deposited in the loan fund, including loan repayments and interest

earned on such amounts, shall be used only as follows:

(1) to award loans that comply with the following:

(A) the interest rate for each loan shall not exceed the market interest rate;

(B) the principal and interest payments on each loan shall commence no later

than one year after the date the loan was awarded, and each loan shall be fully amortized

no later than 10 years after the date of the loan; and

(C) the loan fund shall be credited with all payments of principal and interest on

each loan awarded from the loan fund;

(2) to guarantee, or purchase insurance for, a local obligation, all of the proceeds of

which finance a project eligible for assistance under this subsection, if the guarantee or

purchase would improve credit market access or reduce the interest rate applicable to the

obligation involved;

(3) as a source of revenue or security for the payment of principal and interest on

revenue or general obligation bonds issued by the state if the proceeds of the sale of the

bonds will be deposited into the loan fund;

(4) to earn interest on the amounts deposited into the loan fund; and

(5) to make reimbursements described in subdivision (f)(1) of this section.

(e) The secretary of administration or designee may use annually no more than four

percent of the grant funds to pay the reasonable costs of administering the loan programs

pursuant to this section, including recovery of reasonable costs expended to establish the

loan fund.
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(H)(1) The loan fund may accept contributions from private sector entities, except that

such entities may not specify the recipient or recipients of any loan issued under this

subsection. The secretary or designee may agree to reimburse a private sector entity for

any contribution to loan fund, provided that the amount of the reimbursement may not

exceed the principal amount of the contribution made.

(2) The secretary or designee shall make publicly available the identity of, and

amount contributed by, any private sector entity and may issue to the entity letters of

commendation or make other awards, provided such awards are of no financial value.

(2) The secretary of administration or designee shall agree, as part of the grant

application, to make available from the health IT-fund established under section 10301 of

Title 32 nonfederal cash contributions, including donations from public or private

entities, toward the costs of the loan program in an amount equal to at least $1.00 for

every $5.00 of federal funds provided under the grant.

Sec. 11. LOANS TO DEVELOP CERTIFIED ELECTRONIC HEALTH
RECORD PROGRAMS

The secretary of administration or designee may contract with the Vermont

Information Technology Leaders, Inc. or another entity to develop and administer a

program making available to health care providers in this state low- or no-interest loans

to pay the provider’s up-front costs for implementing certified electronic health record

programs, which loans shall be repaid upon the provider’s receipt of federal Medicare or

Medicaid incentive payments for adoption and meaningful use of certified electronic

health record technology.

Sec. 12. INFORMATION TECHNOLOGY PROFESSIONALS IN HEALTH
CARE GRANTS

The secretary of administration or designee shall convene a group of stakeholders

representing the institutions of higher education in this state to evaluate federal grant

opportunities available to establish or expand medical health informatics education

programs for health care and information technology students to ensure the rapid and

effective utilization of health information technologies. No later than November 15,
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2009, the secretary or designee shall report to the commission on health care reform

regarding the group’s recommendations for maximizing the flow of federal funds into the

state related to establishing or expanding medical health informatics education programs

and its timeline for the anticipated activities of each institution of higher education

relative to securing the federal funds.

Sec. 13. AUTHORIZATION TO SEEK FEDERAL FUNDS

The secretary of human services or designee may apply to the Secretary of Health and

Human Services or other applicable agency for federal funds to enable Vermont to pursue

its goals with respect to modernization and upgrades of information technology and

health information technology systems, coordination of health information exchange,

public health and other human service prevention and wellness programs, and the

Blueprint for Health.
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Appendix B:

Privacy and Security

Application of Law to the Privacy and Security Framework of a Health Information
Exchange Network

This Appendix to the Vermont Health Information Technology Plan is intended to
incorporate recent developments in state and national privacy and security policies and
procedures consistent with Joint Resolution No. 348 of the 2007-2008 Legislature which
approved the Plan.

In December, 2008, the United States Department of Health and Human Services
(“HHS”) through its Office of Civil Rights (“OCR”) published guidance documents to
implement the Nationwide Privacy and Security Framework for Electronic Exchange of
Individually Identifiable Health Information (“Privacy and Security Framework™) to
illustrate how the HIPAA Privacy Rule would apply to electronic health information
exchange between health care providers who are Covered Entities under the HIPAA
Privacy Rules. The following discussion summarizes the six principles set forth in the
guidance documents, and summarizes the other applicable federal and state law
provisions which govern the application of these principles to electronic health
information exchange, including the privacy and security provisions included in the
Health Information Technology for Economic and Clinical Health (“HITECH”) Act of
20009.

Compliance with these six principles and the relevant law provisions should be
considered in the review of any proposals to create electronic health information
exchange infrastructure. Operational policies for the Vermont Health Information
Exchange Network, consistent with these principles and the relevant law provisions have
been developed and will be regularly revised to address specific issues and concerns
identified as the Network is established and gains experience. (Current versions of these
Policies are included following this discussion.)

PRIVACY AND SECURITY FRAMEWORK - OPENNESS AND
TRANSPARENCY PRINCIPLE: There should be openness and transparency about
policies, procedures, and technologies that directly affect individuals and/or their
individually identifiable health information.

Description: The Openness and Transparency Principle emphasizes the concept that trust
in electronic health information exchange can best be established in an open and
transparent environment. Health Care Providers participating in a Health Information
Exchange should provide clear notice of their policies and procedures in order that
individuals understand what individually identifiable health information exists about
them, how that information is collected, used, and disclosed, and how reasonable choices
can be exercised with respect to that information. The Office for Civil Rights indicates
that the Notice of Privacy Practices of a Health Care Provider can help facilitate the
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openness and transparency in electronic health information exchange that is important for
building trust. Individual Health Care Providers can tailor their Notice of Privacy
Practices to describe the role of a Health Information Exchange Network.

Applicable federal law: HIPAA’s Privacy Rule 45 CFR § 164.520 provides individuals
with a right to receive a notice of privacy practices “in plain language”, which, among
other things, describes how a health care provider may use and disclose their protected
health information, the individuals’ rights with respect to that information, as well as the
provider’s obligations to protect the confidentiality of that information. Under the HIPAA
Privacy Rule, a health information exchange does not itself have an obligation to provide
a notice of privacy practices to individuals. The HIPAA Privacy Rule permits, however,
health care providers to give notice to individuals of the disclosures that will be made to
and through the health information exchange, as well as how individuals’ health
information will be protected in a networked environment. Also, where electronic health
records are maintained and exchanged, the HITECH Act enhances an individual’s right to
obtain an accounting of disclosures of electronic protected health information by a
covered entity for the purposes of treatment, payment and health care operations. See §
13405(c).

A Health Care Provider participating in the Health Information Exchange who must
comply with the federal regulations on confidentiality of alcohol and drug abuse
treatment patient records must comply with the patient notice provisions of 42 CFR §
2.22. In devising its notice to patients, the Health Care Provider should consider adding
to the written summary that must be provided to patients a description of its participation
in the Health Information Exchange.

Applicable state law: Under Vermont law, individuals are implied to have a full right of
access to their protected health information in that a failure of a licensed health care
provider to make PHI available upon the patient’s written request is grounds for
discipline under the health care providers licensure laws. See 26 VSA § 1354(a)(10) and
3 VSA § 129a(a)(8). The Hospital Bill of Rights, 18 VSA §§ 1853(3),(4) and (9),
requires that a patient has the right to obtain from the physician coordinating his or her
care, complete and current information concerning the diagnosis, treatment and any
known prognosis in terms the patient can reasonably be expected to understand. The
patient has the right to receive information necessary to give informed consent for any
procedure or treatment and the right to know the identity and professional status of
individuals providing services. The Nursing Home Residents Bill of Rights, 33 VSA §
7301(c), also requires that a resident be fully informed of his or her medical condition
and given an opportunity to participate in the planning of medical treatment. Although
neither statute requires patient notice regarding the electronic exchange of protected
health care information, the provision of such notice is within the spirit of each law.
Additionally, both statutes require hospital patient or nursing home resident consent for
the disclosure of such information outside of those individuals involved with the
individual’s treatment within the relevant facility. See 18 VSA § 1853(7) and 33 VSA §
7103(H). See also Vermont consent law discussion set forth in Individual Choice
Principle below.
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PRIVACY AND SECURITY FRAMEWORK - INDIVIDUAL CHOICE
PRINCIPLE: Individuals should be provided a reasonable opportunity and capability
to make informed decisions about the collection, use, and disclosure of their individually
identifiable health information.

Description: The OCR guidance documents emphasize that an important aspect of
building trust in the electronic exchange of protected health information is to provide
individuals the opportunity and ability to make choices with respect to their participation
in the exchange. Providing certain rights to an individual, such as right to access
information, right to receive a Notice of Privacy Practices, right to seek amendment, right
to obtain an accounting of certain disclosures, right to consent, agree or object to
disclosure and a right to request restrictions on disclosures, empower an individual to
manage his or her protected health information. Health Information Exchange Networks
can further facilitate an individual’s management of the portability of his or her protected
health information. Without considering state or other federal law ramifications, the
guidance documents describe that the HIPAA’s Privacy Rule gives health care providers
flexibility with regard to the decision of whether to obtain an individual’s consent in
order to use or disclose PHI for treatment, payment, and health care operations purposes,
and with regard to the content of the consent and the manner of obtaining it. Health care
providers may obtain patient consent before disclosing any protected health information
through a health information exchange, or they may obtain consent that limits disclosures
on a more selective ‘granular’ level. Examples of the latter are obtaining consent for
disclosures for certain purposes, to certain categories of recipients, or for certain types of
information.

Patients may seek to restrict access to their protected health information if it will be
available in a health information exchange. The Office of Civil Rights suggests that
health care providers which participate in a health information exchange may want to
consider their policies with respect to the right to request restrictions, and how they might
respond to such requests in a manner that recognizes the importance of individual choice
in building trust in such exchanges.

Applicable federal law: The HIPAA Privacy Rule provides an individual with the right
to access their protected health information, 45 CFR § 164.524 as amended by HITECH
Act § 13405(e), the right to seek amendments to it, 45 CFR § 164.526, the right to
receive an accounting of certain disclosures, 45 CFR § 164.528 as amended by HITECH
Act § 13405(c), the right to receive a Notice of Privacy Practices, 45 CFR § 164.520, and
the right to agree or object to certain disclosures, 45 CFR § 164.510. The HIPAA Privacy
Rule allows each covered entity to tailor their consent policies and procedures, if any,
according to what works best for their organization and the individuals with whom they
interact. See 45 CFR § 164.506(b). The HIPAA Privacy Rule , 45 CFR § 164.522, also
provides individuals with a right to request that a health care provider restrict uses or
disclosures of protected health information about the individual for treatment, payment,
or health care operations purposes. With one exception, health care providers are not
required to agree to an individual’s request for a restriction, but they are required to have
policies in place by which to accept or deny such requests. When the HITECH Act
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becomes effective, requests to restrict access by a health plan to protected health
information regarding a service or item for which the individual has fully paid out of
pocket must be agreed to. See HITECH Act, § 13405(a).

Under 42 CFR Part 2, a Health Care Provider must have patient consent to make
disclosures and re-disclosures of protected health information related to covered services
for alcohol or drug abuse treatment or to disclose the identity of an individual receiving
such services, 42 CFR § 2.13, § 2.32 and § 2.33. Any such consent must meet written
requirements as set forth in 42 CFR § 2.31. These regulations require patients be given a
Notice of Confidentiality Requirements, 42 CFR § 2.22.

Applicable state law: Vermont law is stricter than the HIPAA Privacy Rule in that it
requires individual consent for a health care provider to make disclosures of information
gathered and maintained for the purpose of the health care provider’s treatment of the
patient. The patient privilege statute, 12 VSA § 1612, prohibits physicians, chiropractors,
dentists, nurses, mental health providers (and by implication the organizations who
maintain their records) from disclosing protected health information without the patient’s
consent (“waiver”) or an express requirement of law. The Hospital Patient Bill of Rights,
18 VSA § 1852(7), and the Nursing Home Resident Bill of Rights, 18 VSA § 1852(7),
also require individual patient or resident consent prior to the disclosure of protected
health information beyond those providing care at the relevant facility. Under the mental
health care provisions, 18 VSA § 7103(a), no disclosure may be made of the protected
health information relating to an individual or to the individual’s identity without the
individual’s written consent. Similarly, no protected health information which includes
the results of genetic testing or the fact that an individual has been tested shall be
disclosed without the written consent of the individual, 18 VSA § 9332(e). Drug test
results subject to Vermont’s drug testing law set forth in 21 VSA § 516(a) and (b) may
not be disclosed except as provided in the statute or with the written consent of the
individual.

PRIVACY AND SECURITY FRAMEWORK - COLLECTION, USE, AND
DISCLOSURE LIMITATION PRINCIPLE: Individually identifiable health
information should be collected, used, and/or disclosed only to the extent necessary to
accomplish a specified purpose(s) and never to discriminate inappropriately.

Description: The OCR guidance documents emphasize that appropriate limits should be
set on the type and amount of information collected, used and disclosed for any purpose.
The Privacy Rule requires health care providers to take reasonable steps to limit the
disclosure of or any requests for protected health information to the minimum necessary,
when requesting such information from other providers for purposes other than for
treatment. The Office for Civil Rights considers that many of the requests or disclosures
to or through a health information exchange may not be subject to the Privacy Rule’s
minimum necessary standard because they are made for the purpose of treatment.
However, providers engaging in electronic health information exchange are free to apply
minimum necessary concepts to develop policies that limit the information they include
and exchange, even for treatment purposes. Business Associate Agreements between
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Health Care Providers and any organization facilitating health information exchange must
limit uses and disclosures to be consistent with any such policies. The Office for Civil
Rights suggests for routine exchanges of information for treatment purposes, health care
providers and the health information exchange can come up with a standard set of
information that should be included in an exchange and that would be considered
minimally necessary for the purpose. Doing so would be consistent with the Collection,
Use, and Disclosure Limitation Principle, and may help foster increased trust in
electronic health information exchange.

In an electronic health information exchange environment, the Office for Civil Rights
expects that exchange use likely will be limited to only certain discrete purposes, such as
for primarily treatment purposes, and that a health care provider’s disclosures of
protected health information for a public policy related purpose through a health
information exchange is unlikely. As a result, many of the purposes for which the HIPAA
Privacy Rule permits a health care provider to disclose protected health information,
without patient authorization, such as to report suspected child abuse, by their nature may
not lend themselves to an electronic health information exchange environment. The use
of de-identified information for research is permitted and may be facilitated in a health
information exchange environment.

Applicable federal law: The HIPAA Privacy Rule 45 CFR § 164.502(b) requires health
care providers to take reasonable steps to limit the use or disclosure of protected health
information to the minimum necessary to accomplish the intended purpose unless the
disclosure is for treatment purposes. The HITECH Act requires that the minimum
amount necessary for non-treatment purposes be restricted to limited data set information
as defined in 45 CFR § 164.514(e)(2) unless otherwise justified by a specific need, until
such time as the Secretary of the U.S. Department of Health and Human Services issues a
guidance. See § 13405(b). The HIPAA Privacy Rule, in 45 CFR § 164.512, permits uses
and disclosures of protected health information for a number of public policy and benefit
purposes, such as research or public health, without the individual’s authorization.
However, specific conditions or limitations apply to uses and disclosures by a health care
provider for these purposes, in order to strike an appropriate balance between the
individual’s privacy interests and the public interest need for this information. The
HITECH Act, § 13405(c), also will allow an individual whose protected health
information is part of an electronic health record to obtain an accounting of all
disclosures for up to a three year time period by a covered entity for the purposes of
treatment, payment and health care operations in addition to other purposes covered in
the HIPAA Privacy Rule, 45 CFR § 164.528.

Under 42 CFR Part 2, individual patient consent must be obtained in order for a health
care provider to disclose protected health information regarding alcohol or drug abuse
treatment covered under those regulations, unless the individual is experiencing a medical
emergency, 42 CFR § 2.51, the information is subject to a research protocol meeting the
requirements of 42 CFR § 2.52, or other limited exceptions relating to reporting crimes
on the premises, child abuse, government audits or court orders apply. See 42 CFR
§.2.12.
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Applicable state law: Under Vermont law, the scope of disclosure of protected health
information will be governed by the scope of the patient consent permitting such
disclosure, since patient consent, as described in the discussion of the Individual Choice
Principle above, is largely required for any disclosure of protected health information
beyond the treating health care provider. However, there are also a number of disclosures
which Vermont law requires a health care provider to make without patient consent.
These include, among others, disclosure of treatment of firearm wounds, 13 VSA § 4012,
certain instances of cancer or communicable disease, 18 VSA § 151-157, § 1001-1007, §
1041 and § 1093, child and vulnerable adult abuse, 33 VSA § 4913 and § 6903, lead
poisoning of children under age 6, 18 VSA § 1755(d) and immunizations 18 VSA §
1129. Nothing in Vermont law would prohibit these required disclosures from being
made electronically through an exchange, if the health care provider and the exchange
agreed to do so.

PRIVACY AND SECURITY FRAMEWORK - CORRECTION
PRINCIPLE: Individuals should be provided with a timely means to dispute the
accuracy or integrity of their individually identifiable health information, and to have
erroneous information corrected or to have a dispute documented if their requests are
denied.

Description: Individuals have a critical stake in the accuracy of their individually
identifiable health information and play an important role in ensuring the integrity of that
data. The Office for Civil Rights notes that health information exchanges can be very
useful in facilitating the amendment process and disseminating amended information.

Applicable federal law: Under HIPAA’s Privacy Rule 45 CFR § 164.526(c¢), individuals
have the right to have a health care provider amend their protected health information.
The provider must act in a timely manner, usually within a maximum of 60 days, to
correct the record as requested by the individual or to notify the individual that the
request is denied. When a correction is made, the provider must make reasonable efforts
to see that the corrected information is made available to other providers and entities such
as health information exchanges. A provider may deny a requested amendment if it
determines that the information is accurate and complete, and on limited other grounds.
When a request is denied, but the individual continues to dispute the accuracy of the
information, the individual must be provided an opportunity to file a statement of
disagreement with the provider. The provider must include documentation of the dispute
with any subsequent disclosure of the disputed protected health information.

Applicable state law: None.

PRIVACY AND SECURITY FRAMEWORK - SAFEGUARDS
PRINCIPLE: Individually identifiable health information should be protected with
reasonable administrative, technical, and physical safeguards to ensure its confidentiality,
integrity, and availability and to prevent unauthorized or inappropriate access, use, or
disclosure.
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Description: Administrative, technical and physical safeguards include such actions and
practices as securing locations and equipment; implementing technical solutions to
mitigate risks; and workforce training. Safeguards are generally described in order to be
“scalable” to allow entities of different sizes, functions, and needs to adequately protect
the privacy of protected health information as appropriate to their circumstances. Because
each provider chooses the safeguards that best meet its individual needs, the types of
protections applied may not be the same across all participants in a health information
exchange. Even so, the Office for Civil Rights suggests that the actual exchange of
information may be facilitated and even enhanced if all participants adopt and adhere to
the same or consistent safeguard policies and procedures. To that end, the flexibility of
the Privacy Rule would allow providers and the health information exchange to agree on
appropriate, common safeguards.

Health information exchange participants may agree to use a common set of procedures
and mechanisms to verify the credentials of and to authenticate persons requesting and
accessing information through an exchange network or to apply the same standard
training for persons who utilize the network. Common safeguards policies may include
enforcement mechanisms and penalties for breaches and violations. A health information
exchange also may establish and centrally control the exchange network, network
equipment, and exchange conduits, so that the exchange process itself is protected by a
single set of safeguards and security mechanisms.

Applicable federal law: The HIPAA Privacy Rule, 45 CFR § 164.530(c), requires health
care providers to reasonably safeguard protected health information from any intentional
or unintentional use or disclosure in violation of the Privacy Rule. The Privacy Rule’s
safeguards standard is flexible and does not prescribe any specific practices or actions
that must be taken by health care providers.

The HIPAA Security Rule, 45 CFR §§ 164.302 et seq., provides further elaboration on
the nature of administrative, physical and technical safeguards required of any Health
Care Provider who maintains electronic protected health information. These provisions
are “scalable” to apply to health care providers of very different sizes and complexity.
See §§ 164.308, 164.310 and 164.312. The HITECH Act extends the HIPAA Security
Rule requirements and related enforcement provisions to Business Associates and
requires any health information exchange organization to have business associate
agreements with participating covered entities. See § 13401(a) and § 13408.

Consistent with the above, Health Care Providers who must comply with the federal
regulations governing the confidentiality of alcohol and drug abuse patient records must
comply with the security provisions of 42 CFR § 2.16 requiring secure premises and
written procedures regulating access to and use of written records.

Applicable state law: Vermont’s Health Information Technology law provides that any
standards and protocols developed by VITL require that protected health information be
secure and traceable by an electronic audit trail, 18 VSA § 9351(e), (formerly 22 VSA §

903(f)).
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PRIVACY AND SECURITY FRAMEWORK - ACCOUNTABILITY
PRINCIPLE: The Principles in the Privacy and Security Framework should be
implemented, and adherence assured, through appropriate monitoring and other means
and methods should be in place to report and mitigate non-adherence and breaches.

Description: The Privacy Rule gives health care providers considerable flexibility to
develop and implement policies and procedures which are appropriate and scalable to
their own environment. This flexibility allows providers that will be engaging in
electronic health information exchange to consider how best to comply with the Privacy
Rule’s administrative standards.

The Office for Civil Rights notes that health care providers either will need to write new
privacy policies and procedures or adapt their existing policies and procedures to address
the changes in their business practices needed to accommodate electronic exchanges of
protected health information. Workforce members, whose functions involve the
electronic exchange of protected health information, including those workforce members
responsible for monitoring and overseeing the entity’s participation in an electronic
health information exchange, should receive training on these new or changed policies
and procedures. A health care provider participating in a health information exchange
also should review and amend as necessary its policies and procedures for sanctioning
workforce members who fail to comply with the entity’s privacy policies and procedures
or the requirements of the HIPAA Privacy Rule. The entity’s sanction policies may
likewise need to address changes in responsibility for accessing, using, and disclosing
protected health information, the types of noncompliance that may arise in an electronic
environment, and the appropriate sanctions for such noncompliance.

Mitigation is required, where practicable, for known harmful effects caused by the health
care provider’s own workforce misusing or disclosing electronic protected health
information or by such misuse or wrongful disclosure by a health information exchange
that is a business associate. Mitigation steps may include: identifying the cause and
amending procedures to ensure it does not happen again; taking steps to limit further
distribution of improperly disclosed information; and notifying the individual of the
violation.

Health information exchange networks must have accountability provisions written into
their business associate agreements with health care providers to ensure that they operate
in compliance with the federal and state requirements governing a health care provider’s
obligations with regard to electronic protected health information.

Applicable federal law: The HIPAA Privacy Rule, 45 CFR § 164.530, provides the
foundation for accountability within an electronic health information exchange
environment by requiring health care providers that exchange protected health
information to comply with its administrative requirements (including workforce training
and discipline, a complaint process and mitigation) and to extend such obligations to their
business associates, 45 CFR §§ 164.314(a), 164.502(e) and 164.504(e). The HIPAA
Security Rule also reinforces the need for a health care provider to have policies and
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procedures to prevent, detect, contain, correct or mitigate any security violation and to
have response plans ready, 45 CFR § 164.308. The HITECH Act §§ 13401 and 13404
specifically require Business Associate to meet HIPAA Privacy and Security Regulations
to protect PHI. The HIPAA Privacy Rule also promotes accountability by establishing
mechanisms for addressing non-compliance with HIPAA privacy standards through the
Office of Civil Rights procedures which promote voluntary mitigation, resolution and
corrective action plans in the event of non-compliance. The Secretary of the US
Department of Health and Human Services also has the authority to impose civil
monetary penalties as set forth in 45 CFR § 160.404 as amended by HITECH Act §
13410 and which extends enforcement to State Attorneys General.

The HITECH Act adds substantial accountability requirements by requiring covered
entities to provide notification to affected individuals where there has been a security
breach resulting in the unauthorized acquisition, access, use or disclosure of unsecured
protected health information. See § 13402.

Applicable state law: Vermont’s Health Information Technology law provides that any
standards and protocols developed by VITL require that protected health information be
secure and traceable by an electronic audit trail, 18 VSA § 9351(e), (formerly 22 VSA §
903(f)). Vermont’s mental health information provisions, 18 VSA § 7103(c), provides
that any person violating its prohibitions against releasing protected health information
relating to mental health services without consent, may be fined not more than $2,000 or
imprisoned for not more than one year, or both. Outside of this specific provision,
accountability for maintaining the confidentiality of protected health information under
Vermont law largely falls under the State’s licensure provisions for specific types of
health care providers and facilities and not as a private right of action under state law. In
the event that an individual has a complaint relating to the use or disclosure of his or her
protected health information, a professional grievance against the health care provider or
facility responsible may be submitted for review by the licensing authority.
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_The following Policies were last updated, reviewed, and approved by the VITL Board of
Directors on September 24, 2009. The Policy on Secondary Use of Identifiable PHI on
the VHIEN is shown with proposed revisions currently out for public comment.

Policy on Participating Health Care Provider Policies and Procedures for the
VHIEN

Definitions —

“Consent” means an individual’s act of giving permission to a
Participating Health Care Provider in the Vermont Health Information
Exchange Network (“VHIEN” or “Exchange”) to make the individual’s
protected health information (“PHI”) available on the Exchange to, or to
permit access to it by Participating Health Care Providers who are also
involved in the treatment of the individual.

“Health Care Operations” shall mean activities of a Participating Health
Care Provider providing treatment to an individual relating to quality
assessment and improvement, evaluations relating to the competence of
treating providers or necessary administrative and management activities all
as defined in the HIPAA Privacy Regulations, 45 CFR §164.501.

A “Participating Health Care Provider” shall mean a health care provider,
including any health care organization meeting the definition of a health care
facility as defined in 18 VSA § 9402(6), that has executed an effective
VHIEN Data Services and Participation Agreement with VITL.

“Treatment” shall mean the provision, coordination, or management of
health care and related services by one or more health care providers.

Policy -

1. Each Participating Health Care Provider shall, at all times, comply with all
applicable federal and state laws and regulations, including, but not limited to
those protecting the confidentiality and security of protected health
information (“PHI”) and establishing individual privacy rights. Each
Participating Health Care Provider shall comply with changes or updates to
interpretations of such law and regulations to ensure compliance. Each
Participating Health Care Provider shall update its Notice of Privacy Practices
to describe its participation in the Exchange when an individual has consented
to opt in and make his or her PHI available on the Exchange. Participating
Health Care Providers shall be aware of the provisions of certain state laws,
for instance, the Vermont patient privilege, 12 VSA §1612, which are more
stringent than, and not preempted by, the HIPAA Privacy and Security
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Regulations. No Participating Health Care Provider shall permit access to
PHI from the VHIEN for purposes other than treatment, payment for
treatment or necessary Health Care Operations without patient authorization, a
court order or express requirement of law.

2. Each Participating Health Care Provider shall, at all times, comply with
all applicable Exchange policies and procedures (“VHIEN Policies”). These
VHIEN Policies may be revised and updated from time to time upon
reasonable written notice to all Participating Health Care Providers. Each
Participating Health Care Provider is responsible for ensuring it has, and is in
compliance with, the most recent version of these VHIEN Policies.

3. Each Participating Health Care Provider is responsible for ensuring that it
has the requisite, appropriate, and necessary internal policies for compliance
with applicable laws and VHIEN Policies, including, without limitation, a
sanctions policy. In the event of a conflict between VHIEN Policies and
Participating Health Care Provider’s own policies and procedures, the
Participating Health Care Provider shall comply with the policy that is more
protective of individual privacy and security. Participating Health Care
Provider shall enforce its policies and procedures by appropriately sanctioning
individuals within its workforce and staff who violate its policies, VHIEN
Policies, or federal or state law.

4. Each Participating Health Care Provider shall have policies and
procedures to promote the integrity of the PHI it maintains and makes
available to the VHIEN and the accuracy, relevance and completeness of such
PHI. In the event PHI is amended either at the request of the Individual
pursuant to the HIPAA privacy regulations or Vermont law or to otherwise
correct inaccuracies, the Participating Health Care Provider making the
amendment shall notify the VHIEN and other Participating Health Care
Providers who have accessed such PHI of such amendments.

5. Each Participating Health Care Provider shall designate individuals who
may access the VHIEN to retrieve PHI for the treatment of patients. With
regard to its designated workforce or staff members, the policies of the
Participating Health Care Provider shall require that they:

1. have or receive training regarding the confidentiality of PHI
under the HIPAA Privacy and Security Regulation and all
other applicable federal and state laws and they are obligated to
protect PHI in compliance with such laws and VHIEN Policies;

ii only access the Exchange for purposes of treatment of an
individual or necessary health care operations;
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ii1 hold any passwords, or other means for accessing the
Exchange, in a confidential manner and to release them to no
other individual;

iv comply with both VHIEN Policies and those of the
Participating Health Care Provider and that their workforce and
staff members understand that their failure to do so may result
in their exclusion from the Exchange and may constitute cause
for disciplinary action.

6. Each Participating Health Care Provider shall include in its policies and
procedures that an individual shall not be denied treatment on the basis
that he or she chooses not to consent to make his or her PHI available to
the VHIEN or who refuses to provide consent to the access by a
Participating Health Care Provider to PHI made available by the
individual to the VHIEN.
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Policy on Patient Consent to Opt In to VHIEN

Definitions —

“Consent” shall mean an individual’s act of giving permission to a
Participating Health Care Provider in the Vermont Health Information
Exchange Network (“VHIEN” or “Exchange”) to make the individual’s
protected health information (“PHI”) available on the Exchange to, or to
permit access to it by, Participating Health Care Providers who are also
involved in the treatment of the individual.

“De-identified” shall mean that all identifying information related to an
individual as set forth in the HIPAA Privacy and Security Rule, 45 CFR §
164.514(b), are removed from the protected health information.

“Health Care Operations” shall mean activities of a Participating Health
Care Provider providing treatment to an individual relating to quality
assessment and improvement, evaluations relating to the competence of
treating providers or necessary administrative and management activities all
as defined in the HIPAA Privacy Regulations, 45 CFR §164.501.

A “Participating Health Care Provider” shall mean a health care provider,
including any health care organization meeting the definition of a health care
facility as defined in 18 VSA § 9402(6), that has executed an effective
VHIEN Data Services and Participation Agreement with VITL.

“Protected Health Information” (“PHI”) shall mean identifiable personal
information in any form or medium about the past, present or future physical
or mental health or condition of an individual as defined in the HIPAA
Privacy Regulations, 45 CFR §160.103.

“Treatment” shall mean the provision, coordination, or management of
health care and related services by one or more health care providers.

Policy -

Consent to Opt In

No protected health information (“PHI”) of any individual shall be made
available over the Exchange unless the individual has specifically consented
in writing to make his or her PHI available to treating Participating Health
Care Providers on the Exchange for the purposes of treatment, payment for
treatment and health care operations. VITL shall only make available on the
Exchange the PHI of individuals who have a current written consent for such
availability on record.
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The individual shall be provided educational information from VITL
regarding the Exchange and its use by Participating Health Care Providers for
treatment purposes. This information shall advise individuals of the ability of
Participating Health Care Providers to access their PHI for treatment and also
that VITL will provide individuals with the ability to direct access to their PHI
to Participating Health Care Providers if they consent to make their PHI
available on the Exchange. It also shall advise them that their information can
be available to Participating Health Care Providers providing treatment in an
emergency and that de-identified information may be used for research,
quality improvement and public health purposes. The individual shall be
provided a Notice of Privacy Practices by the Participating Health Care
Providers, as well.

Consent to access or to make PHI available on the Exchange may be
revoked pursuant to the Participating Health Care Provider’s Procedures as set
forth in its Notice of Privacy Practices. The Participating Health Care
Provider will promptly notify VITL in the event that an individual has
revoked consent for his or her PHI to be available on the Exchange.

Consent to Opt In Procedure
VITL shall provide educational materials about the Exchange to

Participating Health Care Providers, who shall make it available to patients.
Participating Health Care Providers shall seek written or digital consent from
patients to opt in and participate in the Exchange, and if consent to opt in is
obtained, either enter that consent into their electronic health records system,
which will then automatically notify the Exchange that the patient has opted
in, or send the written consent form to VITL to enter with the Exchange.
Participating Health Care Providers who include drug or alcohol treatment
programs will specify an expiration date for the consents obtained from their
patients. VITL shall establish a mechanism for Participating Health Care
Providers to confirm that an individual has consented to opt in and shall
facilitate the renewal of consents which have expiration dates.

Form of Consent to Opt In
An individual’s consent to opt in to participate in the Exchange (1) shall
be in writing, (2) shall be effective indefinitely unless it specifies an
expiration date or is revoked and (3) shall include statements substantially
similar to the following:

e [ give my consent to all Participating Health Care Providers
involved in my health care, including mental health, and substance
abuse treatment providers, to access and use or disclose my
protected health information to the Exchange for my treatment, for
payment for my treatment and for health care operations consistent
with the federal HIPAA privacy regulations and Vermont law.
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e [ consent to the disclosure of my protected health information by
my Participating Health Care Provider electronically through the
Exchange to any health care providers, including mental health and
substance abuse treatment providers, for the purpose of my
treatment, and I understand that I may direct that my Participating
Health Care Providers obtain access to my protected health
information on the Exchange.

® My consent includes the re-disclosure of protected health
information received from a drug or alcohol treatment program for
my treatment.

¢ [ have received information from VITL regarding the Exchange
and am aware that the privacy practices of my Participating Health
Care Provider are described in its Notice of Privacy Practices.

e [ am aware that de-identified information taken from my protected
health information may be used for research, quality improvement
and public health purposes.

e This consent is subject to my revocation/termination at any time
except to the extent it has already been accessed by Participating
Health Care Providers, including the inclusion of my information
from the Exchange in the records of Participating Health Care
Providers who are providing treatment to me.

e My consent is effective indefinitely unless either it relates to PHI
from a drug or alcohol treatment program, or I choose to revoke or
terminate my consent at an earlier date.

e Junderstand that I will be notified no less than once every five
years of my right to revoke my consent.

Consent may be given in writing by an Individual’s legal
Representative as authorized by law.

Notification of Individual’s Right to Revoke Consent
No less than once every five years, VITL shall notify and remind
individuals who have consented to have their PHI accessible over the
Exchange of his or her consent and of his or her right to revoke consent.

Individual Access to PHI on Exchange

An individual shall be provided the right of access to his or her PHI
available on the Exchange through his or her Participating Health Care
Provider or through VITL on behalf of a Participating Health Care Provider
where so arranged. Individuals may direct that certain Participating Health
Care Providers obtain access to his or her protected health information on the
Exchange in addition to any Participating Health Care Providers being able to
access the PHI for treatment of that individual.
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Access by Treating Participating Health Care Providers Only
All Participating Health Care Providers on the Exchange shall have
policies and procedures to ensure that only those involved in the diagnosis or
treatment of an individual, payment for that treatment or necessary health care
operations may access the individual’s PHI on the Exchange. Participating
Health Care Providers shall comply with the HITECH Act of 2009 and
HIPAA privacy and security rule and all applicable state laws.

Re-disclosure Prohibition Notice
The Exchange shall provide notification to Participating Health Care
Providers who access PHI on the Exchange substantially similar to the
following statements:
¢ Information disclosed to you on the Exchange may include
PHI received from a drug or alcohol treatment program
protected by Federal confidentiality rules, 42 CFR Part 2,
which prohibit you from making further disclosure unless it
is expressly permitted by a specific written consent from
the subject individual or as otherwise permitted by the
Rule. The Federal rules restrict use of information
protected under 42 CFR Part 2 from criminal investigations
or prosecutions of an alcohol or drug abuse patient.

Patient Request for Audit Report
An individual may request an Audit Report of access to his or her PHI on
the Exchange by contacting VITL’s Privacy Officer. VITL shall provide the
requested Audit Report within 10 calendar days.

Revocation

An individual who has signed a written consent to permit his or her PHI to
be available on the Exchange for treatment purposes shall be entitled to
revoke such consent by providing written notice of revocation to VITL or to a
Participating Health Care Provider with whom he or she has a provider/patient
relationship. The Participating Health Care Provider shall promptly forward
any such written notice of revocation to VITL. VITL shall effect such
revocation of an individual’s consent to opt in to the Exchange no later that 5
business days after receiving the notice of revocation.
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September 9, 2009 Revisions for Discussion

Policy on Secondary Use of Identifiable PHI on VHIEN

Definitions —

“Authorization” shall mean an individual’s act of giving specific written
permission for the use or disclosure of his or her protected health
information in a form which meets all of the requirements set forth in the
HIPAA Privacy Regulations, 45 CFR § 164.508, including without
limitation, an expiration date and notice of the individual’s right to revoke.

“De-identified” shall mean that all identifying information related to an
individual as set forth in the HIPAA Privacy and Security Rule, 45 CFR
Section 164.514 (b), are removed from the protected health information.

“Health Care Operations” shall mean activities of a Participating Health
Care Provider providing treatment to an individual relating to quality
assessment and improvement, evaluations relating to the competence of
treating providers or necessary management and administrative activities
all as defined in the HIPAA Privacy Regulations, 45 CFR §164.501.

A “Participating Health Care Provider” means a health care provider,
including any health care organization meeting the definition of a health
care facility as defined in 18 VSA § 9402(6), who has executed an
effective VHIEN Data Services and Participation Agreement with VITL.

“Protected Health Information” (“PHI”) shall mean identifiable personal
information in any form or medium about the past, present or future
physical or mental health or condition of an individual as defined in the
HIPAA Privacy Regulations, 45 CFR § 160.103.

“Quality Review” shall mean the review of PHI by health plans, insurance
carriers or other third party payer for the purpose of disease management,
case management or quality assessment or improvement.

“Treatment” shall mean the provision, coordination, or management of
health care and related services by one or more health care providers.

Policy —

Identifiable PHI
Identifiable protected health information (“PHI”) shall not be made
available on the Exchange for any purposes other than the treatment of the
subject individual, payment related to that treatment or necessary health
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care operations of the Participating Health Care Provider who accesses
PHI for treatment purposes. Consequently, Identifiable PHI on the
Exchange shall not be made available by VITL without the patient’s
specific autherizationAuthorization and a use agreement between VITL
and any health plan, insurance carrier or other third party payer for Quality
Review.

Requests for Identifiable PHI to be released with an Individual’s specific
Authorization for any other purposes, including any of the purposes set
forth below, will be considered by VITL, through its Executive Committee
or its designee Committee, on a case by case basis as to whether
Identifiable PHI shall be released and if so, under what use agreement
restrictions:

e T ) ) b thied :
payment-or-anypurpese;

e To any health plan, insurance carrier or other third
party paver for payment or any purpose other than
Quality Review

® To an employer for any purpose, unless the employer
is a Participating Health Care Provider providing
treatment to the individual, and the individual has
provided consent to opt in to the Exchange;

® To anyone for the purpose of marketing products or
services or for any other commercial purpose;
® To anyone for the purpose of research; or

To any member of law enforcement without a court
order or express requirement of law.

Any use agreement shall be at least as restrictive as the use agreement for Quality
Review described below.

Authorizations and Use Agreements for Quality Review
In the event that Identifiable PHI is requested for Quality Review, VITL
may provide access to Identifiable PHI on the Exchange of individuals
who have signed an Authorization specifically permitting the health plan,
insurance carrier or other third party payer (“Recipient Organization”) to
obtain access to their PHI on the Exchange. VITL and the Recipient
Organization must have executed a written use agreement which obligates
the Recipient Organization to the following provisions:

® To use and limit access to the Identifiable PHI only for
the purpose of Quality Review;

e To agree to an Authorization form to be obtained from
individuals, which complies with the requirements of
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45 CFR § 164.508 and 42 CFR § 2.31 (relating to
alcohol and substance abuse programs) and specifically
sets forth the intended purpose;

® to agree to provide VITL access to the Authorizations
upon reasonable request;

e to update its Notice of Privacy Practices to describe,
when authorized by the individual, its use of his ro her
Identifiable PHI from the Exchange for Quality Review
purposes only;

e to comply with all federal and state laws and
regulations protecting the confidentiality of PHI,;

e to designate staff who may access the Exchange for
Identifiable PHI as authorized by individuals for
Quality Review;

® to maintain policies and procedures for the appropriate
access, training, and discipline of staff with regard to
access to the Exchange for Quality Review;

® to maintain policies and procedures to prohibit any
discrimination against an individual who does not
authorize access to his or her PHI on the Exchange; and

e to comply with the VHIEN Policy on Privacy and
Security Events.

De-identified PHI
In the event that de-identified PHI is requested for clinical research from
data maintained for the Exchange, VITL, through its Executive
Committee, or its designee Committee, shall review the request to
determine if it should by approved. In making its determination, the
Committee may consider any Institutional Review Board approval
supporting the request. If approved, VITL, through an approved Data
Subcontractor, shall prepare the de-identified PHI requested and shall be
reimbursed for its expenses by the requesting party. The requesting party
shall be required to provide contract assurances that no attempt shall be
made by it to “identify” the de-identified PHI from the Exchange provided
for the approved research.

VITL shall make available upon request an annual report of all approved
requests for de-identified PHI from the Exchange, including the date of the
de-identified data release, the entity to which the data was released, and a
summary of the research involved.
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Policy on Information Security

Definitions —

The “Vermont Health Information Exchange Network™ (“VHIEN") shall
mean the health information exchange network operated by VITL.

A “Participating Health Care Provider” shall mean a health care provider,
including any health care organization meeting the definition of a health care
facility as defined in 18 VSA § 9402(6), that has executed an effective
VHIEN Data Services and Participation Agreement with VITL.

“Protected Health Information” (“PHI”) shall mean identifiable personal
information in any form or medium about the past, present or future physical
or mental health or condition of an individual as defined in the HIPAA
Privacy Regulations, 45 CFR §160.103.

“Technical safeguards” shall mean “the technology and the policy and
procedures for its use that protect electronic PHI and control access to it.”

Policy -

Policy Overview
The purpose of the VITL Information Security Policy is to ensure that

appropriate technical, administrative, and physical safeguards are applied end-
to-end in the VHIEN, including VITL and participating providers. The policy
draws upon industry-standard guidelines such as HIPAA Security Guidance
and International Organization for Standardization (ISO) security practices.
For VITL, the policy requires independent certification of security best
practices at the “core” of the exchange. For Participating Health Care
Providers, the policy requires that providers affirm compliance with the
HIPAA Security Rule, and recommends a risk assessment process based on
HIPAA requirements that allows providers to demonstrate the application of
specific safeguards most appropriate to their size and function. End-to-end
compliance with security practices is also enhanced by VITL-provided
training, guidance, and technologies for automated compliance.

Ensuring Security of the Core Infrastructure
In a health information exchange, the core infrastructure includes the

systems and personnel to operate the components at the center of the network.
The core infrastructure shall be certified for compliance by at least one
independent certifier of industry standard information security practices, such
as the Electronic Healthcare Network Accreditation Commission (EHNAC).
EHNAC is an independent, non-profit accrediting agency that evaluates an
organization’s ability to meet standards and best practices. EHNAC
certification includes a rigorous set of requirements aimed at HIPAA
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transaction processors, clearinghouses, and data centers, in the areas of
Privacy and Confidentiality, Technical Performance, Resources, and HIPAA
Security. VITL shall publish and maintain core infrastructure certification
information on its website.

Ensuring Security at the Participating Health Care Providers

Participating Health Care Providers, as HIPAA covered entities, must
comply with HIPAA Security rules and HIPAA Security Guidance for
Remote Use of and Access to Electronic Protected Health Information. This
requires HIPAA Security practices to mitigate risk in three areas: Accessing
Health Information, Storing Health Information, and Transmitting Health
Information. Participating providers shall affirm compliance with the HIPAA
Security Rule, including eight HIPAA-based practices listed in the Risk
Assessment subsection below. VITL reserves the right to conduct a security
audit of participating providers to demonstrate compliance.

Risk Assessment

Participating Health Care Providers are required by HIPAA Security Rule
§164.308 (a)(i1)(A) to conduct an assessment of potential risks and
vulnerabilities to the confidentiality, integrity, and availability of their
electronic PHI. Based on the HIPAA requirements and Security Guidance
published by the Department of Health and Human Services, VITL
recommends that the risk assessment should include, but not be limited to, the
following practices across eight subject areas:

1. Security policy and organization. Each Participating Health Care Provider
should designate a Privacy Officer and Security Officer, and maintain a
written security policy made available to all personnel with access to PHI.
Confidentiality agreements should be utilized for third-parties with PHI
access. The Privacy Officer and Security Officer should hold regular
meetings with the management of the organization. They should develop
processes for writing incident reports, regularly reviewing logs, end-user
management including account creation, and patient inquiries.

2. Asset management. Each Participating Health Care Provider should
maintain an inventory of health information assets containing PHI or with
access to PHI such as laptops, desktops, servers, and removable media. A
custodian should be identified to maintain the inventory, and rules should
be written into security policy for acceptable use of the assets.

3. Human resources. Each Participating Health Care Provider should
consider the information security impacts for employees joining, moving
and leaving the organization. Job descriptions should indicate who has
responsibilities related to PHI, and contracts with employees and
contractors should include reference to information security policies,
including information security-related disciplinary procedures. The
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Participating Health Care Provider should have procedures for removing
access to PHI upon termination of employment or contract. The
Participating Health Care Provider should promote information security
awareness through education and training for employees.

4. Physical and environmental security. Each Participating Health Care
Provider should take reasonable steps to protect computer facilities and
equipment containing or with access to PHI. Depending on the size of the
organization, this may include establishing secure areas and deploying
physical security measures for these areas. Where IT equipment is used
off-premises, the organization should have policies for remote use of
laptops or home computers. Procedures for secure disposal of IT
equipment should be followed.

5. Communications and operations management. Each Participating Health
Care Provider should take responsibility for the management of technical
security controls in its systems and networks that are used to access PHI.
The Participating Health Care Provider or its contractors should have
documented operating procedures and formal change control process for
implementing changes to systems or networks. Controls to prevent,
detect, and respond to malicious software and network intrusion should be
deployed. When stored on portable media, PHI should be tracked, and
encrypted or protected from theft. A secure audit log should be created
whenever PHI is accessed, created, updated, or archived. The auditing
should be implemented at all times, and procedures for analyzing audit
logs should be followed.

6. Access control. Each Participating Health Care Provider should take
measures to limit access to networks, systems, applications, functions and
data to authorized personnel. An access control policy should be
established including password management procedures.

7. Information systems acquisition, development and maintenance. The
Participating Health Care Provider should take steps to ensure that security
is built into EHR and other clinical systems that store electronic PHI.

8. Information security incident management. Each Participating Health
Care Provider should anticipate and respond appropriately to privacy and
security related events such as breaches. Policies should be established for
response to such events.

Secure Audit Logs
In addition to the audit logs kept by the provider for its own records, VITL
shall maintain a comprehensive set of audit logs detailing accesses to the
exchange. VITL audit policies, as described in the Auditing and Access
Monitoring Policy, include regular review of audit logs by the VITL Privacy
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Officer as well as delegated review of selected logs by the Participating
Health Care Provider Privacy Officer. Procedures for follow-up on suspicious
activity, such as indications of possible privacy or security breaches, are
described in the VITL Privacy and Security Events Policy.

Detailed Guidelines and Training

No security policy can be successfully implemented without a training
component. The Participating Health Care Provider Privacy Officer will be
required to attend an online security training session sponsored by VITL. All
VHIEN end-users must submit a written acknowledgement of security and
privacy policies. VITL may also sponsor optional annual supplemental
security training for all interested users.

In addition to this policy document, VITL shall periodically publish
guidelines to assist with the implementation of the ISO best practices defined
above.

Affinity Domain Policy
As described in the Vermont Health Information Technology Plan, the
VHIEN is designed to be compatible with the Integrating the Healthcare
Enterprise (IHE) architecture. IHE provides technical frameworks for the use
of existing standards, reducing variability in their implementation. The
integration profiles that make up IHE technical frameworks specify how
standards should be used to achieve specific needs within the framework.
VITL shall publish and maintain on its website a detailed IHE Affinity

Domain Interoperability Policy Agreement which will include technical
details for statewide standard interoperability requirements and specifications
including standard content, identification schemes, vocabularies, actors, and
transactions to be supported by the VHIEN. These Cross-Enterprise
Document Sharing (XDS) profile extensions are being defined statewide in
Vermont and shall be followed by all VHIEN participants within the state.
They will include further details in the following areas related to technical
security, including:

Authorization

Role Management

Definition of Functional and Structure Roles

Identity Management Policy and Authentication of Users

Attestation and Delegation Policy

Node Authentication Requirements

Technologies for Automated Compliance
VITL shall utilize technologies for automated compliance with security
policies where practical. For example, VITL may implement an automated
system which would require the existence of a current antivirus software on
the end-user’s terminal before access is granted to the exchange. VITL may
employ automated intrusion detection systems, and may request that
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Participating Health Care Providers deploy similar software or participate in
the application of these systems.

Procedures for Non-compliance
Procedures for non-compliance, including sanctions, are described in the
Privacy and Security Events Policy.
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Policy on Privacy and Security Events

Definitions —

A “Reportable Event” is defined as an action (or lack of action) that
violates VITL’s policies and procedures for accessing or using protected
health information on the Vermont Health Information Exchange Network.
Such violations may be unintentional or intentional. Reportable events include
any type of violation or breach involving the Vermont Health Information

Exchange.

A “Breach” is defined as a Reportable Event involving the unauthorized
acquisition, access, use or disclosure of protected health information on the
Vermont Health Information Exchange which compromises the security or
privacy of protected health information maintained by or on behalf of a person
as set forth in 45 CFR § 164.402. Such term does not include:

i

il.

iii.

any unintentional acquisition, access or use of such information by
a workforce member of the Participating Health Care Provider or
its business associate if such acquisition, access or use was made in
good faith and within the scope of his/her authority and does not
result in further use or disclosure; or

any inadvertent disclosure from an individual who is otherwise
authorized to access protected health information at a Participating
Health Care Provider or its business associate to another individual
authorized to access protected health information within the same
Participating Health Care Provider or business associate; and any
such information received as a result of such disclosure is not
further used or disclosed; or

a disclosure of protected health information where the Participating
Health Care Provider has a good faith belief that an unauthorized
individual to whom a disclosure was made would not reasonably
have been able to retain it.

The following examples distinguish the above terms:

An example of a Reportable Event is a clinician sharing his user
name and password with another clinician in the practice who had
forgotten his own user name and password, and the clinician using
the borrowed user name and password to access the health
information exchange. This is a Reportable Event because it
violates VITL’s privacy and security policies, which require each
user to log in with their own authentication and will result in
inaccurate audit logs and reports. It is not considered a Breach
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because the privacy of protected health information was not
compromised, as the clinician who borrowed the user name and
password was also authorized to access the patient information on
the exchange.

* An example of a Breach is a hospital registration clerk stealing a
clinician’s user name and password to gain unauthorized access to
the Vermont Health Information Exchange Network, and printing
out the clinical summary of the clerk’s mother-in-law. This is
considered a Breach because there was an unauthorized disclosure
of protected health information which compromised the privacy of
data maintained on behalf of a person.

An “Unintentional Violation” is defined as a violation of policies,
procedures or law without planning or forethought. The violation may have
been accidental in nature or due to a lack of training or understanding of
requirements.

An “intentional violation” is defined as a deliberate violation of policies,
procedures or law, conducted with planning or forethought.

The “Vermont Health Information Exchange Network™ (“VHIEN") shall
mean the health information exchange network operated by VITL.

A “Participating Health Care Provider” shall mean a health care provider,
including any health care organization meeting the definition of a health care
facility as defined in 18 VSA § 9402(6), that has executed an effective
VHIEN Data Services and Participation Agreement with VITL.

“Protected Health Information” (“PHI”) shall mean identifiable personal
information in any form or medium about the past, present or future physical
or mental health or condition of an individual as defined in the HIPAA
Privacy Regulations, 45 CFR § 160.103.

“Unsecured Protected Health Information” shall mean PHI that has not
been secured through the use of a technology or methodology standard as
provided by federal law or guidance.

Policy -

Response to Reportable Events

Participating Health Care Providers are obligated to report all Reportable
Events involving the Vermont Health Information Exchange to their
organization’s privacy and security officer(s) within ten (10) day of their
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discovery, who will advise VITL of the Reported Event. VITL will establish
and publicize one or more methods for filing reports.

Other individuals who have information about Reportable Events
involving the Vermont Health Information Exchange are encouraged to file
reports or complaints with VITL’s privacy and security officer. VITL will
establish and publicize one or more methods for members of the public who
have information about Reportable Events involving the Vermont Health
Information Exchange Network to file complaints.

Upon receipt of a Reportable Event Report or Complaint, VITL’s privacy
and security officer will log the Reportable Event, acknowledge receipt of the
Reportable Event report or complaint to the person who filed it, inform the
affected Participating Health Care Provider’s privacy and security officer(s) of
the event if they do not already have knowledge of it, and begin a review of
the event to the extent that it involves the VHIEN. If it appears to VITL’s
privacy and security officer that there is an imminent threat to data security on
the Vermont Health Information Exchange, VITL’s privacy and security
officer will take immediate actions to secure data.

The privacy and security officer(s) of the affected Participating Health
Care Provider will cooperate with the Reportable Event review. Once the facts
are gathered, VITL’s privacy and security officer will determine whether a
violation of VITL’s privacy and security policies, procedures or relevant
federal or state law has occurred.

VITL and the affected Participating Health Care Provider will collaborate
to take steps to correct any weaknesses in their systems, policies, or
procedures that were identified during the review. The privacy and security
officer(s) of the affected Participating Health Care Provider will work with
VITL’s privacy and security officer to consider the need to develop a
mitigation plan that is mutually acceptable. The mitigation plan should
include steps to prevent the Reportable Event from reoccurring, and may
include but not be limited to: additional employee training and education;
facility and computer system changes; and policy revisions.

Upon completing the review, which shall be completed within thirty (30)
days of notice to VITL, VITL’s privacy and security officer will compile a
final written report about the Reportable Event, communicating to the affected
Participating Health Care Provider the facts gathered, the determinations
made, any steps being taken to mitigate the event, and the measures being
taken to prevent such an event from reoccurring. VITL’s privacy and
security officer will inform other complaint or report filers what actions were
taken in response to the complaint/report. Whenever possible, this report will
be in writing.
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On a quarterly basis, VITL will conduct a review of all the events that
occurred during the quarter to look for commonalities and opportunities for
improvement. If any commonalities or opportunities for improvement are
identified, VITL will take measures to address them. VITL will make a
quarterly report summarizing the Reportable Events involving the VHIEN
available to the Secretary of Administration or designee, including a trend
analysis.

Upon request, VITL shall provide a report enumerating the warrants and
subpoenas served upon it and/or the VHIEN for data on the VHIEN over the
past twelve months. This report shall list the month and year the subpoena or
warrant was issued, the issuing court, agency, or entity, and the individual or
entity that caused the subpoena or warrant to issue and the status of the
subpoena or warrant. Any subpoena or warrant issued at the behest of a non-
government entity or individual shall be listed as being requested by a private

party.

Breach Notification

In circumstances where it has been determined that a Reportable Event
constitutes a Breach, VITL will notify the Participating Health Care
Provider(s) whose patient information was subject to the unauthorized
acquisition, access, use or disclosure no later than ten (10) business days
following the discovery of the Breach. Such notification will include the time
and date of the Breach discovery and the identification of each individual
whose PHI is involved.

The Participating Health Care Provider, and/or VITL at the Participating
Health Care Provider’s request, shall notify, without unreasonable delay and
in no case later than 60 days from the discovery of the Breach, each individual
whose unsecured PHI has been, or is reasonably believed to have been,
accessed, acquired, used or disclosed as a result of the Breach. Notification
shall be provided in writing to each affected individual, or next of kin if
deceased, by first class mail, or, if specified by the individual, by electronic
mail. Notice shall also be provided to the Secretary of the U.S. Department of
Health and Human Services in the form of an annual breach log submission as
required by the Secretary. If the affected Participating Health Care Provider
or VITL concludes that there may be imminent misuse of an individual’s PHI,
notice shall also be provided by telephone contact or other means, as
appropriate. If the unsecured PHI of more than 500 individuals is affected by
a Breach, notice shall also be provided to prominent media outlets serving the
area and contemporaneously to the Secretary of U.S. Department of Health
and Human Services.

In the case in which there is insufficient or out-of-date contact information
(including a phone number, email address, or any other form of appropriate
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communication) that precludes direct written (or, if specified by the
individual, electronic) notification to the individual, a substitute form of notice
shall be provided. In the case that there are 10 or more individuals for which
there is insufficient or out-of-date contact information, the involved
Participating Health Care Provider will provide notice by arranging for a
conspicuous posting on the home pages of the Web site, if available, of the
Participating Health Care Provider involved and of VITL and/or notice in
major print or broadcast media where the individuals affected by the breach
likely reside. Such a notice in media or web postings will include a toll-free
phone number to either the Participating Health Care Provider and/or VITL,
as mutually agreed upon, where an individual can learn whether or not the
individual’s unsecured protected health information is possibly included in the
breach.

The notification to the affected individual(s) will contain, to the extent
possible, the following:

1. A brief description of what happened, including the date of the
Breach and the date of the discovery of the Breach, if known.

2. A description of the types of unsecured protected health
information that were involved in the Breach (such as full name,
Social Security number, date of birth, home address, account
number, or disability code.)

3. The steps individuals should take to protect themselves from
potential harm resulting from the Breach.

4. A brief description of what the Participating Health Care
Provider and VITL are doing to investigate the Breach, to mitigate
harm to individuals, and to protect against any further Breaches.

5. Contact procedures for individuals to ask questions or learn
additional information, which shall include a toll-free telephone
number, an e-mail address, Web site, or postal address.

If a law enforcement official determines that a notification required under
this Policy would impede a criminal investigation or cause damage to national
security, such notification shall be delayed in the same manner as provided
under section 164.412 of title 45, Code of Federal Regulations.
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Mitigation, Corrective Action and Sanctions

Upon receiving a report or being notified of a Reportable Event, VITL
will work with the affected Participating Health Care Provider(s) to develop a
mutually acceptable mitigation and correction plan.

If it is determined by VITL’s privacy and security officer that a Reportable
Event or a Breach has occurred involving the VHIEN, VITL may impose on
the offender one or more sanctions, consistent with the violation. Depending
on the circumstances, sanctions may be on an individual level or an
organizational level. Sanctions for an unintentional violation may include, but
are not limited to: verbal warnings; written warnings; suspension of VHIEN
access privileges; and revocation of VHIEN access privileges. Sanctions for
an intentional violation may include, but are not limited to: immediate
suspension of VHIEN access; revocation of VHIEN access; a complaint filed
with the violator’s professional licensing board, if the violator is
professionally licensed; information turned over to a prosecutor for criminal
prosecution; and potential other legal action.

Appeals
Offenders may appeal sanctions to VITL. All appeals must be filed in

writing, and received at VITL’s business offices within 10 business days of
the sanction being imposed. VITL staff will consider the appeal and make a
determination of whether to continue the sanction within 10 business days of
receiving the written appeal. VITL will provide the party filing the appeal
with a written notice of its decision within 10 business days of making the
decision. Sanctions will remain in effect while the appeal is being considered.

If the appeal is denied, and the appealing party believes there has been an
error, it may file a request with VITL for an external review. Such requests
must be made in writing within 30 calendar days of the appeal being denied.
VITL will refer the case to an independent party, which will review the
evidence and make a recommendation to VITL’s board of directors, which
will make the final decision.

Vermont Health Information Technology Plan 70



Policy on Auditing and Access Monitoring

Definitions —

Policy

The “Vermont Health Information Exchange Network™ (“VHIEN") shall
mean the health information exchange network operated by VITL.

A “Participating Health Care Provider” shall mean a health care provider,
including any health care organization meeting the definition of a health care
facility as defined in 18 VSA § 9402(6), that has executed an effective
VHIEN Data Services and Participation Agreement with VITL.

“Protected Health Information” (“PHI”) shall mean identifiable personal
information in any form or medium about the past, present or future physical
or mental health or condition of an individual as defined in the HIPAA
Privacy Regulations, 45 CFR §160.103.

“Unsecured Protected Health Information” means PHI that has not been
secured through the use of a technology or methodology standard as provided
by federal law.

“Audit” means an individual’s act of reviewing and examining records of
activity related to the records of access and use of the VHIEN by participating
health care providers.

“Audit Logs” means system generated reports based on logging and
recording transactions sent and received, access records (including denied
access), and other information related to tracking use and access by
Participating Health Care Providers in the VHIEN.

. Audit logs shall be generated by the VHIEN, by the Participating Health Care

Providers” EHR systems, and by other computer software and systems that
communicate with the VHIEN to access, store and communicate personal
health information about individuals who have opted in to the VHIEN.

Audit logs accessible by Privacy Officers of Participating Health Care
Providers shall be restricted to records of access by the Participating Health
Care Provider.

VHIEN Audit logs shall be reviewed on a routine basis by the VITL Privacy
Officer and by the Privacy Officer of Participating Health Care Providers.
Any suspicious activity discovered by VITL shall be reported to the
Participating Health Care Provider and VITL shall generate a Reportable
Event report. Any suspicious activity discovered by a Participating Health
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Care Provider shall be reported to VITL; VITL shall generate a Reportable
Event report as per the VITL Privacy and Security Events Policy. The VITL
Privacy Officer shall specifically review audit logs to detect intrusion attempts
and patterns of access to the VHIEN.

4. VHIEN Audit logs shall be reviewed by VITL and Participating Health Care
Provider as needed to follow up on inquires from providers and patients
regarding accesses and use of the VHIEN.

5. As per the Policy on Information Security, Participating Health Care
Providers are expected to create secure audit logs whenever PHI is accessed,
created, updated, or archived via an EHR or other information system. Audit
logging shall be implemented at all times and procedures for analyzing audit
logs shall be provided and used by the provider.

VHIEN Audit Logs

A secure audit log shall be created whenever PHI is accessed, created,
updated, or archived via the exchange. Audit logging shall be implemented at
all times, and procedures for analyzing audit trails shall be used by the VITL
Privacy Officer and Participating Health Care Provider Privacy Officers.

VITL Privacy Officer and Participating Health Care Provider Privacy
Officers shall be provided with facilities for analyzing logs and audit trails
that:

e allow the identification of all VHIEN users who have accessed or
modified a given subject of care’s PHI in the VHIEN over a given
period of time, and

e allow the identification of all subjects of care whose PHI has been
accessed or modified by a given VHIEN user over a given period of
time.

Audit logs shall be secure and tamper-proof. Access to system audit log
analyzing tools and audit logs shall be safeguarded to prevent misuse or

compromise.

For transactions sent to or from the VHIEN, the audit system shall record:

° sender identifier

. date and time of event

° system component where the event occurred
° type of event or transaction

. outcome of the event (success or failure)
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For user access events, the audit system shall record:

° user identifier

° date and time of event

° system component where the event occurred
° type of event

. outcome of the event (success or failure)

For granting/revoking access to the VHIEN the audit system shall record:

o user identifier

. date and time of event

° system component where the event occurred

° type of event (authorization, revocation, password change)
. outcome of the event

All access and transaction logs shall be kept for six years.

Patient Request for Audit Report

An individual may request an audit report of access to his or her PHI on
the VHIEN, for a period no longer than three years prior to the date of request,
by contacting VITL’s Privacy Officer. VITL shall provide the requested
Audit Report within 30 calendar days, and it shall provide the following
information pursuant to 45 CFR § 164.528(b):

1. The date of disclosure;

2. The name of the Participating Health Care Provider and/or user or
other person who received the protected health information and, if
known, the address of such entity or person;

3. A brief description of the protected health information disclosed; and

4. A brief statement of the purpose of the disclosure.
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Appendix C:

Vermont Agency of Human Services IT Modernization/HIE Integration Opportunities
Tier 1:

1.1:  VIEWS -Vermont Integrated Eligibility Workflow System

1.2:  Vermont State Hospital — Electronic Health Record

1.3 Enterprise Master Person Index (EMPI)

1.4  HIE: HL7 Electronic data feeds into VDH Registries

1.5 HIE: HL7 Electronic Lab Reporting (ELR) for Infectious Diseases
1.6  VDH 1032 Stabilization

1.7  WICEBT

1.8  Medicaid interface with VHCURES multi-payer database

1.9  Vocational Rehabilitation Case Management System

1.10  Real ID Implementation

1.11 SIREN - EMS Incident Reporting System

1.12 Town Health Officer Database

1.13 HIE: HL7 Electronic Lab Reporting (ELR) - Cancer Registry

1.14 Lead EMP Compliance System

1.15 APS Investigation Management System

1.16 Update EMRs for I1Z & transmission to VHIEN

1.17 DOC Forensics

1.18 Program dependent changes and enhancements
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Tier 2:
2.1
2.2
23
24
2.5
2.6
2.7
2.8
29
2.10
2.11
2.12
2.13
2.14
2.15

2.16

3.1
3.2
33
3.4

3.5

VDH Computerized Provider Order Entry (CPOE) for lab tests
AHS Network enhancements

Computing and storage enhancements
Integrated Case Plan

Expand Statewide licenses for DocSite

Security and Privacy enhancements

Integrated Children’s services

Upgrade to SAMS

Veterans Jail Diversion extension

EMS Certification System Replacement

Office of Child Support financials system

CIS Billing to EDS

Extend MH EHR to Designated Agency Partners
Expansion of mobile technology

Expand statewide licenses for DocSite

Program dependent changes and enhancements/IT system modifications

Imaging expansion to health care
e-Portal / Unified Sign-on

CSME Expansion

AHS Electronic Health Record

ADAP Treatment and Prevention Reporting
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3.6

3.7

3.8

3.9

3.10

3.11

3.12

WIC Replacement

SSMIS replacement

CJIS connectivity with Health Information
Fuel-EBT

ACCESS Replacement

Real time prior authorization for services

Program dependent changes and enhancements

All of these identified opportunities will be addressed through the SMHP development
process, which will also include updated Vermont’s recently completed MITA and
potential adjustments to the state P-APD for MMIS.
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Appendix D:

Link
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Contacts for Further Information:

Hunt Blair

Deputy Director for Health Care Reform
Office of Vermont Health Access
Agency of Human Services

Office: 802-879-5988
Email: hunt.blair @ahs.state.vt.us

David Cochran, M.D.
President/CEO
Vermont Information Technology Leaders, Inc. (VITL)

Office: 802-223-4100
Email: dcochran @vitl.net
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